LAB # 4 — Wireshark
STUDENTS MANUAL

Step1 : DOWNLOAD Wireshark FROM HERE

Step2: INSTALL THE Wireshark in Windows 7 VM.
STEP 3: In Wireshark, click "Capture" Menu and “Options” and select the network interface (connected to

internet).
Click the Start button
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https://www.wireshark.org/download.html
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EXERCISE: Working with Wireshark

STeP 4 : You should see packets being captured and scrolling by, as shown below
on this page. Every packet sent from or to your machine is shown here.

i ﬁ Capturing from 3 interfaces  [Wireshark 1.8.5 (SVM Rev 47350 from ftrunk-1.8]]

File Edit WView Go Capture Analyze Statistics Telephonx Tools  Internals  Help

e EERESe Ae s T L2 IEE QaaaBl @®Wm -

Filter: Expression... Clear Apply Save

1 Mo. Time Source Destination Protocol Length Info -

15 13.8582070192.168.179.1 192.168.179. 255 NENS 92 Name query NB WPAD=00>
16 13.8588720192.168. 38.1 192.168. 38. 255 NEBNS 92 Mame query NB WPAD<=00:>
17 12.858006010.1.1.1 10.255.255.255% NENS 92 Mame query NB WPAD<=00=
18 14.6078270192.168.179.1 192.168.179. 255 NENS 92 Mame query NB WPAD=00:>
19 14. 6085600 192.168. 38.1 192.168. 38. 255 NEBNS 92 Name query NB WPAD<00>
20 14.607912010.1.1.1 10.255.255.255 MENS 92 Name query NB WPAD<OO0>
21 15.3592260192.168. 38.1 192.168. 38. 255 NEBNS 92 MName query NB WPAD<=00:>
22 15.359078010.1.1.1 10.255.255.255 MENS 92 Name query NB WPAD<OO0>
23 15.3590000192.168.179.1 192.168.179. 255 NEBNS 92 MName query NB WPAD<=00:>
25 16.25262308.8.8.8 192.168.11.4 DNS 414 standard query respons|®
27 20.620385074.125.224.137 192.168.11.4 TCP 60 http = 49484 [ACK] Sec
28 20. 8001570 vmware_5b:a2:58 Vmware_ec:7c:70 ARP 42 who has 192.168.11.27
29 20.8003380 vmware_ec:7c:70 vmware_5b:a2:58 ARP 60 192.168.11.2 is at 00: -

4 UL 3

¥ Frame 1: 156 bytes on wire (1248 bits), 156 bytes captured (1248 bits) on interface 2 -

+ Ethernet II, Src: vmware_ec:7c:70 (00:50:56:ec:7c:70), Dst: vmware_5b:a?:58 (00:0c:29:5b: L

+ Internet Protocol Version 4, src: 74.125.224.134 (74.125.224.134), Dst: 192.168.11.4 {19z =

+ Transmission Control Protocol, Src Port: https (443), Dst Port: 49448 (49448), Seq: 1, Ac

+ Sarunra '?.nrl(nfq I awvar =2

L UL F

[= O] eS|




LAB # 4 — Wireshark _ : i :
S MANUAL EXERCISE: Testing sniffing password using
TUDENTS MANU www.altoromutual.com

Ster1 : Open a Web browser and go to http://www.altoromutual.com
Step 2 : On the web page, click "Sign In". Enter a Username : Rehab and

Password : Demo123

If you get an error message, it’s a normal behavior, we are just testing if
we can sniff for passwords using Wireshark packets capture.

Step 3 : Click the "Sign In" button.
sTEP 4. Got 0 Wireshark and Stop the capture.
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EXERCISE: Observing the Password in
STUDENTS MANUAL

Wireshark

1. In the Wireshark window, box, in the Filter bar, type this filter, as shown
below:
frame contains login then press Apply

A iFis " - O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

647 8.887685
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673 11.482616
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192.1686.100.3
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192 168 lﬁﬁ 3
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65.61.137.117
192.168.160.3
192.168.160. 3
192,166,180, 3
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FCora 4777 447

HTTP 549 GET /bank/login.aspx HTTP/1.1

TCP 1434 [TCP segment of a reassembled PDU]

TCP 1434 [TCP segment of a reassembled PDU]

TCP 1434 [TCP segment of a reassembled PDU]

TCP 1434 [TCP segment of a reassembled PDU]

HTTP 728 PDST jbankjlogln aspx HTTP/l 1 (appllcatlonfx"

TN TAD ATT e cclo a2 e e LITTRA A

AR ® ResZf IS EQAQAQR

|I frame contains login I [X] '] Expression..  +

Mo, Time Source Destination Protocol  Length Info A
5085 6.755244 65.61.137.117 192.166.1600.3 TCP 1434 [TCP segment of a reassembled PDU]
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EXERCISE: Observing the Password in
Wireshark

2. Explore the data packet to see If details of the login can be found

A ViFS

File Edit View Go Capture Analyze Matistics Telephony Wireless Tools  Help

e [[IRRARResZF S EQAQA_H
|| rame contains login X] '] Expression..  +
Na. Time Source Destintion Protocol  Length Info A
I-353-57733144 B0.01.137.117  102.168.100.3  1CP IA3L[1CP segment of a reassembled FUUT--N

647 8.887685  192.168.100.3 65.61.137.117 HTTP 549 GET ,’bank/lngin.aspx HTTP/1.1

649 9.097054  ©5.61.137.117 192.168.160.3 TCP 1434 [TCP segment of a reassembled PDU]

650 9.1687343  ©5.61.137.117 192.168.109.3 TCP 1434 [TCP segment of a reassembled POU]

654 9.10869%  65.61.137.117 192.168.100.3 TCP 1434 [TCP segment of a reassembled PDU]

656 9.358031  ©5.61.137.117 192.168.160.3 TCP 1434 [TCP segment of a reassembled PDU]

673 11, 492515

192 153 IBH 3

65.61.137.117

HTTP

?23 POST fhankflngln aspx HTTP/1.1 (appllcatlnnfx
Retransmission] 2218 + 8@ [PSH, ACK]

TCP Retransmission] 2218 -+ 8@

TN AT ATTAAA

ANT 450 Anfn Y

FCF4 4737 447

TFAL ATT el feanl e ool 1ITTRIA A L)
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EXERCISE: Observing the Password in
STUDENTS MANUAL

Wireshark

3. From the Wireshark menu bar, click Capture, Start.
A Message pops up asking "Do you want to save the captured packets before starting a new
capture?" Click "Continue without saving".




LAB # 4 — Wireshark

EXERCISE: Using a Secure Password
STUDENTS MANUAL

Transmission

1. InaWeb browser, go to mail.ksu.edu.sa

2. Enter a Username of YOURNAME (using your own name, not the

literal string "YOURNAME", and a YOUR PASSWORD of , as shown below.
3. Click the "Sign in" button.

4. In the Wireshark window, box, click Capture, Stop.

5. Try locating the login details.

Possible reason why Wireshark failed to find the login information for the
mail.ksu.edu.sa login sequence?
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EXeRrcISE: Filters to be used with WIRESHARK

To display packets sent or received from to Ip X.X.X.X.X
Ip.addr==x.X.X.X

To display packets sent from ip X.X.X.X

IP.SIC==X.X.X.X

To display all packets received to Ip X.X.X.X

Ip.dSt==X.X.X.X

To display all TCP packets sent or received from or to port no X.X.X.X
tcp.port==x.x.X.X

To display all TCP packets sent from port no x.x.x.x ( as source port)
tcp.srcport==x.X.X.X

To display all TCP packets received to port no x.x.x.x ( as destination port)
tcp.dstport==x.x.X.X

To display all UDP packets sent or received from or to port no X.X.X.X
udp.port==x.x.X.X
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To display all UDP packets sent from port no x.x.x.x ( as source port)
udp.srcport==x.X.X.X

To display all UDP packets received to port no x.x.x.x ( as destination port)
udp.dstport==x.x.X.x

To display all TCP conversation/stream no X.X

tcp.stream==x.X OR tcp.stream eq X.X

To display all UDP conversation/stream no X.x

udp.stream==x.x OR udp.stream eq X.X

To display all POST or GET request from web server.

http.request

To display all TCP packets that SYN flags are set

tcp.flags.syn==1
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EXeRrcISE: Filters to be used with WIRESHARK

Display all TCP packets that ACK flags are set
tcp.flags.ack==1
Display all TCP packets
tcp
Display all UDP packets
udp
Display all SNMP packets
snmp
Display all OSPF packets
ospf
Display all ARP packets
arp
Display all DNS packets (requests and replies)
dns
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To display only DNS requests

udp.dstport==53

To display only DNS reply

udp.srcport==53

To display all ICMP packets ( ping requests and ping replies)
icmp

To display only ICMP requests ( ping requests)
iIcmp.type==8

To display only ICMP replies ( ping replies)

icmp.type==0




