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King Saud University

College of Applied Studies & Community Services

Department of Natural and Engineering Sciences
NET332– Networks Security Lab - 2(0, 4, 0)

Semester Π, Academic Year 1440 – 1441 AH
Course Syllabus

1. Course Identification and General Information:
	Course Code: NET332
	Course Title: Networks Security Lab

	Course Co-requisite: NET331
	Course Level: Sixth

	Credit Hours:  2 (0+4+0)
	Lecture Time: Tuesday 10-2pm


2. Faculty Member Responsible for the Course:
	Email Address
	Office Hours
	Office Number and Location
	Rank
	Name

	ralfallaj@KSU.EDU.SA
	Sun 10 -12
Tues 9-10
	Office #39 Section D
Bldg 26
	Lecturer
	Rehab AlFallaj


3. Course Description:
Students will conduct various experiments and case studies related to NET331. The course aims in providing thorough grounding in network security techniques.
4. Course Objectives:
Topics will include the following:
· The Ethical Issues Related to Network Security.
· VPN and Encryption Techniques such as AES and RSA.
· Authentication, Message Authentication and Access Control Techniques.
· Protect the Network against Social Engineering, Physical, Network-infrastructure and Operating-system Attacks.
· Defeat Malware and Security Attacks.
· Protect the Network against Password Cracking.
· Firewalls, IDS and IPS to Protect network connections.
· Wireless network security.
5. Relationship of Course to Program Outcomes:

	Outcome
	Outcome Description
	Contribution

	(a)
	An ability to apply knowledge of mathematics, science, and engineering
	(

	(b)
	An ability to conduct experiments/lab, as well as to analyze and interpret data
	(

	(c)
	An ability to function on multidisciplinary teams
	

	(d)
	An understanding of professional and ethical responsibility
	(

	(e)
	An ability to communicate effectively
	(

	(f)
	A recognition of the need for, and an ability to engage in life-long learning
	(

	(g)
	A knowledge of contemporary issues
	

	(h)
	An ability to use the techniques, skills, and modern tools
	(


6. Course References:
6.1 Textbooks:

Principles of Computer Security, CompTIA Security+ and Beyond, Vincent Nestler, Wm. Arthur Conklin, Gregory White, Matthew Hirsch. McGraw Hill 2011 (ISBN: 978-0-07-174857-5) 2nd Edition  

6.2 Support Material (Journals, Publications, etc):
N/A
6.3 Study Guide(s) (if applicable):
N/A
6.4 Homework and Laboratory Guide(s) (if applicable):
Lab Instructions are distributed among the students before the lab.
6.5 Websites:

http://fac.ksu.edu.sa/ralfallaj 
7. Teaching Methods:

Lectures, Hands On - Lab Experiments
8. Methods of Assessment:
	Week
	Mark
	Assessment Instruments

	7
	20
	Midterm Examination- 1

	12
	20
	Midterm Examination- 2

	random
	10
	Evaluation

	6, 11
	10
	Quizzes

	16
	40
	Final Examination

	
	100
	Total


9. Course Policies:
· No late homework/evaluations will be accepted.

· Homework assignments are considered individual efforts. However, students are encouraged to share thoughts with others. Absolutely no copying and no plagiarism. Copyright should be respected. Academic dishonesty cases will be dealt with severely.
· Mobile phone calls and text messages are prohibited during lectures.
· All exams are closed book. 
· No make-up exams for quizzes. 

· If a student is absent on any midterm exams, a make-up exam covers the whole syllabus will be held at the end of the semester.
· The final exam will be comprehensive. 
10. Expected Workload:

On average students need to spend weekly 2 hours of study and preparation for each 50-minute lecture/tutorial.

12. Attendance Policy:

Absence from lectures and/or tutorials shall not exceed 25%. Students who exceed the 25% limit without an accepted medical or emergency excuse shall not be allowed to take the final examination and shall receive a grade of “DN” for the course.
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