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Abstract: The adoption of the Internet of Things (IoT) and its related technologies has transformed the
manufacturing industry and has significantly changed the traditional linear manufacturing supply
chains into dynamic and interconnected systems. However, the lack of an approach to assess the
economic feasibility and return uncertainties of an IoT system implementation, is blamed as the
culprit for hindering its adoption rate. Using two distinctive case studies, this research investigates
the use of distributed simulation of agent-based model (ABM) to address such gap in the literature.
The first involves the economic feasibility of an IoT implementation in a very large retail warehouse
facility, while the second case study proposes a framework able to generate and assess ideal or
near-ideal manufacturing configurations and capabilities, and in establishing appropriate information
messaging protocols between the various system components by using ABM in distributed simulation.
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1. Introduction

The breath taking technological advances of the second half of the 20th century, and the
unprecedented breakthroughs in computing and communication technologies witnessed the advent of
a new paradigm, or Internet of Things (IoT), where Internet-connected devices or things are empowered
to receive instruction and disseminate information with little or no human interaction [1]. With IoT’s
applications spanning many economic sectors and industries, its economic impact in the European
market is expected to surpass one trillion Euros by 2020 [2].

ABM is a powerful tool to study the behavior of complex distributed systems [3] such as IoT,
with the flexibility to move elements of the modeled system [4], the ability to adopt new constrains [5],
the capability of incorporating the details of human behavior, and of imitating a system’s interactions
and dynamics. One of its distinguished features is the ability to capture emergence, a system property
not possessed by any of the system individuals [6], but arises from the individual’s properties within the
system. Furthermore, ABM can be a valuable tool to obtain significant insight about a possible solution,
explore the dynamical behaviors of the model. Additionally, it helps with testing the dependence of
outcomes on assumptions and parameters for a system with a mathematical model that can be written
but not solved entirely, or has a numerous equations [7].

Hence, Basingab [8] proposed a conceptual study of IoT business model using multi agent-based
simulations to determine the adoption of IoT and life cycle. This study investigates the use of the
distributed simulation using agents for the Internet of Things and the factory of the future.
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2. Agents as a Distributed Simulation Paradigm

Simulation is a versatile tool that is often used in organizations in order to make better
decisions since it allows them to assess the expected impact caused by changes proposed to their
process [9]. Simulation tools can be applied in many fields such as education, environment, healthcare,
business analysis, and manufacturing. In the education field, ABM has been extensively used as a
tool to foster the students’ understanding of technical subjects and manufacturing activities [10]. Also,
ABM was used to assess the environmental impact and safety in the chemical industry [11].

In healthcare, ABM can be used to provide a significant result in the process of scheduling patients,
community care, organ and tissue transplant management, decision support systems, information
access, internal hospital tasks, training, and senior citizen care [12]. In addition, Cabrera, Taboada,
Lgelsias, Epelde, and Luque used ABM to optimize the staff configuration of healthcare emergency
departments, including doctors, nurses, and admission staff [13]. Moreover, in the field of marketing
and market analysis, ABM has been used to explore the possibilities for future markets in orbital space
tourism [14]. In epidemic modeling, Carley, Fridsma [15] developed a multi-agent model that can be
scaled to cover a whole city. The model has the capability to simulate individual embedded in multiple
networks includes social, health, and professional networks. Additionally, it can track the incidence
of background and maliciously introduces disease. ABM has been considered as a comprehensive,
effective enabler for open, dynamic, and decentralized IoT ecosystems [16].

Furthermore, it has been applied to the Industrial Symbiosis, an emerging concept and crucial
for developing circular economy. Industrial symbiosis is about utilizing the wastes and by-products
produced by one company as an input or a raw material to other companies. In order to foresee
the potential benefits and costs of applying Industrial symbiosis, a multi ABM was used to analyze
the cost-benefit of enterprise input–output and to simulate how companies sharing process of the
entire economic benefits and advantages stemming from Industrial symbiosis [17]. Examining the
importance and impact of redundancy strategy on the overall performance of companies included in
Industrial symbiosis networks, Fraccascia, Yazan [18] developed a framework that help to understand
the impact of the redundancy strategy on the performance of involved companies. A multi agent-based
simulation model was built to investigate the developed framework and a case has been analyzed
using an agent-based simulation.

Benefiting from scalable solutions that enable the integration of compound services of
multiple-purpose smart objects for the extended use of IoT integrated services in the development of
smart, Garcia-Magarino, Gray [19] suggested a multi agent-based simulation for supporting large-scale
use of IoT for developing complex integrated services. The results of the simulations that were based
on a region in Dublin city revealed an improved organization of electric vehicles in choosing routes and
charging stations. As for the remanufacturing industry, an IoT-based multi agent simulation model
was used to evaluate the feasibility and the efficiency of the production process as it relates to the
condition and the quantity of raw material [20].

During the past couple of months, COVID-19 has been spreading worldwide causing serious
health and economic damages. Some countries are forced to place their cities into a complete lockdown
resulting in almost economic crisis, while other countries choose to save their economy at the cost
of people’s health. Therefore, in order to mitigate both risks, ABM has been used to evaluate the
impact of tradeoff between human health and economic situation [21]. ABM was also used to assess
the COVID-19 transmission risk in various facilities, such information is crucially important to help
the authorities to make an informed decision to partially or completely lockdown their facility [22].

Knowledge sharing is an important success factor for organizations. The effectiveness in knowledge
sharing affects organizational performance and trust between organizations. Analyzing the trust,
which is an important success factor of knowledge sharing, and the implementation of sharing the
knowledge between organizations, Afrin Fauzya and Fadillah [23] used multi-agent simulations.
Furthermore, enhancing the security of communication between vehicles and improve protection
from virtual hijacking, Garcia-Magarino, Sendra [24] considered the application of prioritization rules,
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the use of digital certificates, and the application of trust and reputation policies in order to detect
hijacked vehicles. The security of vehicle-to-vehicle communications in IoT has been tested using a
multi agent-based simulator.

3. Case Study 1

3.1. Description of a Retail Warehousing Environment

A multi-locations retail warehousing company is experiencing unexpected failures in its system of
refrigeration units, resulting in an annual food waste and repair cost of around $0.9 million. These losses
have been attributed to sudden malfunctions or failures of these refrigeration units. To minimize such
losses, management is considering an IoT-based system for the continuous monitoring of the operating
conditions of these refrigeration units, and the implementation of Intelligent Sensing Platform with
routing capabilities allowing for the adoption of a condition-based predictive maintenance strategy
where likely failures are flagged and prevented with proper maintenance.

To assess the economic viability or the return on investment (ROI) of the proposed IoT
implementation, a hybrid simulation model combining the use of agent-based modelling (ABM)
and discrete events simulation (DES) was developed and validated following Houston et al. [25].

3.2. Description of the Agents in the Simulation Model

3.2.1. Data Analysis

Using historical failure data, the probability distribution for the failure rate of the three types of
refrigeration units were determined as Weibull distribution (alpha of 6.01, beta of 0.043) for the type 1,
Lognormal (−3.9, 0.239) and Lognormal (−4.79, 0.26) for each of the failure rate for refrigerator types 2
and 3 follow respectively. Table 1 lists the input parameters used in the simulation model including
the cost parameter.

Table 1. Simulation input parameters.

Parameter Value

Repair Time 5 h

Number of Refrigeration units 4500 Refrigerators

Number of Store locations 150 Stores

Average Refrigeration unit/Store 30 Refrigerators

Truck Loading Time Uniform (2,3) h

Truck Speed 60 km/h

Cost of Repair/Refrigerator $3000

Cost of food waste/Refrigerator $650

Also, the coordinates for each of the 150-warehouse locations were uploaded in the Geographic
Information Systems (GIS) functionality in ABM model to define the exact routes and distances between
the repair facility and the store location where the service is required.

3.2.2. Building the Simulation Model

AnyLogic software was used to build ABM model. There are four different agents in the simulation
model: Warehouse, Manufacturing, Order, and Truck. The Warehouse agent has its statechart to
represent their behavior (Figure 1). The population of the Warehouse agent contains 4500 refrigerators
in 150 different locations. For the Manufacturing agent, DES is developed. Figure 2 illustrates the
processing modeling logic for DES.
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For the simulation modelling, the following assumptions were considered:

1. Workers are always available;
2. Worker movement time inside the warehouse is ignored;
3. The queue in the model is based on first in first out (FIFO);
4. Trucks are available all the time;
5. The three types of refrigerators inside the Warehouse agent have the same behavior with different

failure rate values.

3.2.4. Model Validation

Multiple simulation runs were conducted to validate the ABM model. The model validation
followed the approach applied by [26] consisting of:

1. Face validation: the management of the warehouse facility approves the initial results of the
simulation model.

2. Statistical validation: A subset of historical data of Out of Service (OOS) time for 400 days was
compared with simulation model output. It has been found that there is about a 3% relative
difference between the ABM and real data of OOS obtained from the facility which suggests the
ABM is practical to be used.

3.3. Results of the Simulation

3.3.1. ABM Results

The Base Case model of ABM shows that the annual food waste and repair cost is $865,870.241 ±
$25,382.072 with 338 failures per year (Figure 4).Information 2020, 11, x FOR PEER REVIEW 6 of 13 
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It was estimated that the installation of IoT-based sensors to monitor the operating conditions of
the refrigeration units, including the implementation of the predictive maintenance, would require an
investment of $4 million.

The warehouse facility managers suggested a response rate to refrigerator failure to vary between
80% and 95%. One hundred simulation runs were conducted for 1 year (356 days) to evaluate the
full spectrum of outputs that could be obtained. Table 2 shows that the average annual cost can be
significantly reduced with a better failure rate.
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Table 2. Average annual cost for different response and failure rates.

Response Rate

Failure Rate
Reduction 80% 85% 90% 95%

80% $137,425 $134,955 $132,485 $130,015

85% $105,801 $103,164 $101,246 $99,329

90% $72,180 $70,850 $69,580 $68,281

95% $31,169 $30,584 $29,999 $29,414

99% $5195 $5098 $5000 $4902

3.3.2. Economic Analysis-Return on Investment

The return on investment (ROI) can be determined by:

Discounted ROI =
(PV cost− saving– PV Investment)

PV Investment
(1)

All costs including investment cost and cost-saving were discounted to their present value (PV)
using an annual standard discount rate of 12.8%. Table 3 shows an example of the ROI calculation
and payback period (year 9) when the failure rate is reduced by 90% and with 85% as a response rate
considered by the warehouse facility.

Table 3. Return on investment (ROI) calculation with response rate = 85% and failure reduction rate = 90%.

Years 0 1 2 3 4 5 6 7 8 9

Cost Saving $795,020 $795,020 $795,020 $795,020 $795,020 $795,020 $795,020 $795,020 $795,020

PV(CS) $704,805 $624,827 $553,925 $491,068 $435,344 $385,943 $342,148 $303,323 $268,903

Total PV(CS) $704,805 $1,329,631 $1,883,556 $2,374,624 $2,809,967 $3,195,911 $3,538,059 $3,841,382 $4,110,285

Investment 4 M

PV(Invest) 4 M

ROI −82.38% −66.76% −52.91% −40.63% −29.75% −20.10% −11.55% −3.97% 2.76%

Table 4 and Figure 5 show a summary of Multi-Year ROI values of 85% response rate and Different
failure reduction rate. Results show that a low failure reduction rate of 0.80 achieves positive ROI of
4.81% in year 11, while a high failure reduction rate of 0.99 shows an initial positive ROI of 3.98% as
early as year 8 regardless of the warehouse facility response rate (given that the warehouse facility
maintains its current response rate).

Table 4. Summary of multi-year ROI values for different failure reduction rates.

Response
Rate = 0.85 ROI in Each Year

Failure
Reduction

Rate
1 2 3 4 5 6 7 8 9 10 11

80% −83.8% −69.4% −56.7% −45.4% −35.4% −26.5% −18.6% −11.7% −5.53% −0.05% 4.81%

85% −83.1% −68.1% −54.8% −43.0% −32.6% −23.3% −15.1% −7.87% −1.42% 4.30% 9.37%

90% −82.3% −66.7% −52.9% −40.6% −29.7% −20.1% −11.5% −3.97% 2.76% 8.72% 14.00%

95% −81.4% −65.0% −50.5% −37.6% −26.1% −16.0% −7.07% 0.90% 7.96% 14.22% 19.77%

99% −80.9% −64.0% −49.0% −35.7% −23.9% −13.4% −4.23% 3.98% 11.26% 17.71% 23.43%
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4. Case Study 2

4.1. Description of Manufacturing Environment

This study illustrates the use of distributed simulation in a smart auto-part manufacturing facility
to identify the optimal or near optimal systems’ configuration [27]. The process consists of four
sequential phases. (1) Shaping customers’ requirements into initial components, (2) capturing the
process plan, (3) identifying the autonomous agents and their behavior within the system environment
using messaging protocols, and (4) building a distributed simulation model to identify the system
configuration. The case study also illustrates the integration of IoT architecture with the framework.

4.2. Description of the Agents in the Simulation Model

4.2.1. First Phase: Initial System Components Configuration

The framework starts with identifying initial system components configuration that consists of
machines’ parameters matrix and an expert system’s components matrix to match the job requirements
to the required machines’ capabilities and process type to perform the job. Subject matter expert was
interviewed to fulfill the required information as shown in Table 5.

Table 5. Type of machines.

Types of Machines CNC
Vertical

CNC
Horizontal

Manual
Operation Tapping

Operations
Sections Milling Drilling Deburring Tapping

(Threading)
Thickness

√

Alignment
√ √

Bolt Holes
√ √ √

Perpendicularity
√

The machines’ parameters matrix is filled based on the machines selected in the previous table.
Different parameters are taken into consideration in determining the throughput rate. Maintenance and
manufacturing engineers are asked to fill these parameters as shown in Table 6. The parameters’ values
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are then inserted into the simulation model, explained later in phase 4 of the framework. These values
serve as characters of each machine (agent). The interaction in the distributed model depends on it.

Table 6. Machines’ parameters.

No. Parameters Unit

CNC Horizontal
Machine (Drilling)

CNC Vertical Machine
(Milling) Tapping Machine

Minimum
Value

Maximum
Value

Minimum
Value

Maximum
Value

Minimum
Value

Maximum
Value

1 Process Mean
Time Sec. 100 140 80 100 30 50

2 Maintenance
Period Days 80 100 70 90 50 90

3 Mean Time of
Maintenance Min. 20 45 45 60 20 30

4 Average Rate
of Failure 0.05 0.1 0.05 0.1 0.05 0.1

5 Mean Time of
Repair Min. 30 60 30 60 30 60

6 Mean Time of
Replacement Min. 20 40 20 40 20 40

7 Percentage of
Replacement 0.1 0.2 0.1 0.2 0.1 0.2

8 Diagnose Time Min. 10 2880 10 2880 10 2880

9 Buffer Size Part 50 50 50

4.2.2. Second Phase: Process Plan

As shown in Table 6, different machines are required in manufacturing the part. Some operations
are using automated machines, and some are manual. Since the case study is based on an existing
facility, the study is limited by the available machines. Hence, assisting the utilization current situation
is part of the study.

4.2.3. Third Phase: System Behavior

All phases are connected to design the distributed simulation model and, hence building it.
Consequently, reaching the desired output. This phase provides the essential input to the model.
The communication protocol between agents is designed here where messaging sequence diagram is
created using unified modeling language (UML). As illustrated in Figure 6, each agent(machine) is
communicating with its queue and the queue of the next machine through the control unit. This unit is
responsible for managing the communication within the model. For example, an entity as a machine
or queue will check with the control unit prior considering any action.
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Statechart is another tool used in this phase. It is the foundation of the distributed model. As it
depicts the different states of the agents. Figure 7 shows the transitions between different states.
Each transition is triggered by an event or a certain statistical rate. A machine goes from idle to
machining state when a part enters the system. However, during the machining process it might fail
on average rate between 0.05 and 0.1. Each agent has a different statechart that shape its characteristics.
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4.2.4. Forth Phase: System Configuration

At this stage, the fourth and final phase is reached, and a comprehensive view is available. Anylogic is
a commercial and academic software used in this study to model the system. Different simulation models
are used in mimicking the system that software enable this feature. A discrete event and distributed
simulation are used. Different assumptions are considered including:

1. Availability of raw material;
2. Movement time is not considered;
3. First-in-first-out queue system;
4. No rework parts.

Statecharts are used for the agents(machines) and discrete event is used for the queues (Figures 8
and 9) and shows the module respectively.
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4.3. Results of the Simulation

There are different entities where the system interacts (machines, queues, communication network,
and data warehouse). Related and required data from the machines are collected including maintenance
and failure rates are stored in a data warehouse to predict future events, Figure 10.Information 2020, 11, x FOR PEER REVIEW 11 of 13 

 

 

Figure 10. Information flow. 

The performance indicators for the system are the throughput, work-in-process, and machines’ 
utilization. These are the results of the simulation mode. Throughput is calculated by dividing 
number of the finish parts by the runtime, while the utilization is calculated by dividing the 
machine’s working time by the availability of the machine. 

The capacity of all machines is below 70% while the goal is having them running 85%. Therefore, 
a better configuration should take place. A sample of a machine utilization output from the model is 
depicted in Figure 11. Machines parameters are randomly generated based on table-xx (from 
machine parameters previous section). These parameters produced the characteristics of each agent 
that allows different agents to interact within the model. 

Machines’ failure rate is considerably high. A maintenance predictive model is recommended 
while implementing IoT. Further financial analysis study needs to be conducted to evaluate the 
feasibility of the investment and its ROI. 

 
Figure 11. Machine utilization. 

5. Discussion 

Two case studies are presented in this study to demonstrate the applicability of using agents as 
distributed simulation to test the feasibility of IoT technology. The first case study evaluates the 
economic viability of installing IoT sensors in the refrigeration units of a largest warehouse facility. 
IoT sensors help to enable predictive maintenance capabilities by constant remote monitoring. A 
hybrid simulation model includes multi-agent-based model, and discrete events simulation (DES) is 
developed to simulate the refrigerators behaviors and calculate the ROI of such investment 

Figure 10. Information flow.

The performance indicators for the system are the throughput, work-in-process, and machines’
utilization. These are the results of the simulation mode. Throughput is calculated by dividing number
of the finish parts by the runtime, while the utilization is calculated by dividing the machine’s working
time by the availability of the machine.

The capacity of all machines is below 70% while the goal is having them running 85%. Therefore,
a better configuration should take place. A sample of a machine utilization output from the model is
depicted in Figure 11. Machines parameters are randomly generated based on table-xx (from machine
parameters previous section). These parameters produced the characteristics of each agent that allows
different agents to interact within the model.
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Machines’ failure rate is considerably high. A maintenance predictive model is recommended
while implementing IoT. Further financial analysis study needs to be conducted to evaluate the
feasibility of the investment and its ROI.

5. Discussion

Two case studies are presented in this study to demonstrate the applicability of using agents
as distributed simulation to test the feasibility of IoT technology. The first case study evaluates the
economic viability of installing IoT sensors in the refrigeration units of a largest warehouse facility.
IoT sensors help to enable predictive maintenance capabilities by constant remote monitoring. A hybrid
simulation model includes multi-agent-based model, and discrete events simulation (DES) is developed
to simulate the refrigerators behaviors and calculate the ROI of such investment

The second study is a framework that generates and optimizes manufacturing configuration
applying ABM simulation model. The study exploits the communication between different agents
within the system. The focus is on the utilization rate and system throughput. Therefore, the framework
establishes guidelines for the decision maker in configuring a new system or evaluating a current one.
The benefit relies on having the needed resources and machines.

Author Contributions: Conceptualization, K.N.; methodology H.B.; software M.B.; validation A.R.; formal analysis
F.A.; data curation K.N.; writing—original draft preparation M.B. and K.N.; writing—review and editing A.R. and
F.A.; supervision M.B.; project administration H.B. All authors have read and agreed to the published version of
the manuscript.

Funding: This research received no external funding.

Conflicts of Interest: The authors declare no conflict of interest.

References

1. Fortino, G.; Russo, W.; Savaglio, C. Agent-oriented modeling and simulation of IoT networks. In Proceedings of the
2016 Federated Conference on Computer Science and Information Systems, Gdańsk, Poland, 11–14 September 2016;
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