Data and Computer
Communications

Chapter 2 - Protocol Architecture,
TCP/IP, and Internet-Based
Applications



Need For Protocol Architecture

> data exchange can involve complex
procedures

> better If task broken into subtasks

> implemented separately in layers in stack

« each layer provides functions needed to perform
communication for layers above

« using functions provided by layers below

« modularization eases maintenance, updating of
system

> peer layers communicate with a protocol
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OSI

» OSI: Open Systems Interconnection

> Developed by the International
Organization for Standardization (ISO)

> Has seven layers — too many
> |s a theoretical system delivered
> TCP/IP is the de facto standard
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OSI Layers
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Application

Provides access to the OS] environment for users and also
provides distributed information services.

Presentation

Provides independence to the application processes from
differences in data representation (syntax).

Session
Provides the control structure for communication between
applications; establishes, manages, and terminates
connections (sessions) between cooperating applications.

Transport

Provides reliable, transparent transfer of data between end
points; provides end-to-end error recovery and flow control.

Network
Provides upper layers with independence from the data
transmission and switching technologies used to connect
systems; responsible for establishing, maintaining, and
terminating connections.

Data Link

Provides for the reliable transfer of information across the
physical link; sends blocks (frames) with the necessary
synchronization, error control, and flow control.

Physical
Concerned with transmission of unstructured bit stream over
physical medium; deals with the mechanical, electrical,
functional, and procedural characteristics to access the
ical medium.




ISO/OSI| Reference Model
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ISO/OSI| Reference Model

Layer 6/7 Interface

Layer 5/6 Interface

Layer 4/5 Interface

Layer 3/4 Interface

Layer 2/3 Interface

Layer 1/2 Interface
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ISO/OSI| Reference Model

> The entities comprising the corresponding layers on
different machines are called peers.

> Protocol: It is an agreement between peers on how
communication is to proceed.

> Peers can communicate by using Protocols.

> Interface: It defines the primitive operations and services
the lower layer makes available to the upper layer.

> A Service Access Point (SAP) has an address that
uniquely identifies where the service can be accessed.

> A set of layers and protocols is called a Network
Architecture.
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Standardized Protocol
Architectures

Layer 7
{Application)
-
. Service to
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B ‘ Protocol
Total Layer N Layer N with peer
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Function Decompose
imodularity, T
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. Service from
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L ]
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[\‘ (Physical)

O51-wide standards
(e.g., network management, security)
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Layer Specific Standards

Service Delinition
{Funetional description
for internal use)

Addressing

A7 J' A7 i

-—

L ayer N Protocol Specification

(Precise syntax and
semantics for
interoperability)
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The OSI| Environment
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ISO/OS| Reference Model

0Sl Model
Layer Data unit Function Examples

o High-lewel APIs, including resource sharing, remate file access, directary
7. Application HTTF, FTF, SMTF
serices and vitual terminals

; Translation of data hetween a netwaorking semvice and an application;
6. Presentation Data ) . ) . ) ) ASCI, EBCDIC, JPEG
Host including character encoding, data compression and encryptionfdecryption

layers , Wanaging communication sessions, i.e. continuous exchange of information
5. Session _ _ o RPC, PAP
in the farm of multiple back-and-farth transmissions between two nodes

Feliable transmission of data segments between points on a network;,
4. Transport Segments _ . _ o TCP, UDP
including segmentation, acknowledgement and multiplexing

Structuring and managing a multi-node neteark, including addressing,
3. Metwork Facket/Datagrarm IPwd, IPvE, IPsec, AppleTalk
routing and traffic control

Media
: ; Reliable transmission of data frames between two nodes connected by a
layers 2 Data link Bit/Frame hesical | FPP, IEEE 8022, L2TP
physical laver

1. Physical Bit Transmission and reception of raw bit streams over a physical mediom D5L, USB
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ISO/OSI| Reference Model

1. The Physical Layer:

>

V.V V V V

It concerns with transmitting raw bits over a communication
channel.

Voltage Levels for 0 and 1.

Connectors: Number of bins and purpose of each bin.
Transmission Media.

Attenuation and Distortion.

Analog PSTN Circuits and Digital Leased Circuits.
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ISO/OSI| Reference Model

2. The Data Link Layer:

> FRAME is the basic protocol unit
> Framing:
» create and recognize frame boundaries.
« encapsulate datagram into frame, adding header, trailer

Header Message Trailer

> Addressing:
« MAC (Physical) Addressing.

> Point-to-point Error Detection
> Point-to-point flow control
> Medium Access Control (MAC) Protocols
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Ethernet Frame

7 bytes 1 byte 6 bytes 6 bytes 2 bytes <1500 bytes 4 bytes
Destination Source Data=1IP
Preamble | SFD Address Address Length Packet Pad FCS
PACKET
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ISO/OSI| Reference Model

2. The Data Link Layer:
Medium Access Control (MAC)

> single shared broadcast channel

> two or more simultaneous transmissions by nodes:
interference

o collision if node receives two or more signals at the
same time

@

@®
BB
@ 5

5

shared wire (e.g., shared RF
cabled Ethernet) (e.g., 802.11 WiFi)
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@ 1S0/0S| Reference Model @

2. The Data Link Layer:

Medium Access Control (MAC) Protocols:
> Channel Partitioning

« divide channel into smaller “pieces” (time slots, frequency,
code)

 allocate piece to node for exclusive use
> Random Access

« channel not divided, allow collisions
o ‘recover” from collisions

> “Taking turns”

o hodes take turns, but nodes with more to send can take
longer turns
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ISO/OSI| Reference Model

3. The Network Layer:

> PACKET (DATAGRAM) is the basic protocol unit

> Addressing
o |P Addressing

> Routing: It determines how packets are routed from
source to destination.

> Congestion Control: Many packets in the subnet trying to
use the same route.

> Internetworking: It allows heterogeneous networks to be
interconnected.
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ISO/OSI| Reference Model

4. The Transport Layer:

» SEGMENT is the basic protocol unit

> Disassembling and Reassembling: It accepts data from
a session layer, split it up to smaller units if needed, pass
these to the network layer, and ensure that the pieces all
arrive correctly at the other end.

> End-to-end error control.

> End-to-end flow control.

> Addressing
o Ports
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ISO/OSI| Reference Model

5. The Session Layer:

- |t allows users on different machines to establish sessions
between them.

- Interaction Management: The data exchange associated with a
dialog may be:
- Duplex: Two-way simultaneous.
- Half-Duplex: Two-way alternate.
- Simplex: One-way.

6. The Presentation Layer:
- Data Compression.
- Data Encryption.

7. The Application Layer:
- The application layer contains a variety of protocols that are
commonly needed.
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Use of a Relay
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TCP/IP Protocol Architecture

> developed by US Defense Advanced
Research Project Agency (DARPA)

» for ARPANET packet switched network
> used by the global Internet

> protocol suite comprises a large collection
of standardized protocols
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OSI v TCP/IP

TCP/IP
Application
Presentation Appication
Session
Transport
Transport |(host-to-host)
Network Network
Data Link | Data Link
Physical Physical
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Internet protocol stack

- application: supporting network
applications
- FTP, SMTP, HTTP
- transport: process-process data transfer
- TCP, UDP
- network: routing of datagrams from
source to destination
- IP, routing protocols
- link: data transfer between neighboring
network elements
- PPP, Ethernet

- physical: bits “on the wire”
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Operation of TCP/IP

User data

III{-'!P
header

P
header

Data Link

header
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Application
byte stream

TCP
segment

P
datagram

Frame
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Encapsulation
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Header | | hooger || He3der Trailer
Segment
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Frame
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Protocol Data Units
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TCP/IP Reference Model

=
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TCP/IP Reference Model

=,

Sender Repeater Receiver
Host A Host B
Application, |« -----------------cmm oo » Application
{ |
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TCP/IP Reference Model

Switch

|10 |83 | Receiver

| |10 |83 | | | Frame ,
Sender Frame !
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TCP/IP Reference Model

MAC: a MAC: b MAC: ¢ MAC:d
IP=w IP=x IP=y IP=2

INterface | = Interface 3
Interface 4 g;
Sender Receiver
Host A Host B
Applicationy |« -------oooooo » Application
Transport | |«--------ssmsmmzoooo-mosonmnommmmmmnnn o " | Transport
w|z || z> Interface 3 |
w|z Network ||«-------- > Network U R » 1 Network
IP Addresses ! l J
b - - \ 4
2l b Data Link «--2=121 JIData Link | Data Link > __C__‘_j___, Data Link
MAC Addresses N v v v
Physical |«-------- -‘ Physical | Physical f|«-------- » | Physical
( \ ( 7\
\ U \ U
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TCP/IP Reference Model

Sender

MAC: b
IP=v

MAC: ¢

IP=w

Interface 4

Interface 3

MAC: d
IP=x

MAC: e
IP=y

Interface 4 {5

Router

Interface 1

Interface 2

Receiver
Host A Host B
ApplicationJ* —————————————————————————————————————————————————————————————— »u\pplication
TIPS 0|| ———————————————ietebiietiotitetet st eSSBS S S Transport
v ulz| z2Interface3 | ul|z| z> Interface 1 | )

- Network |e«--» Network -« Network < | Network 0
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TCP/IP Reference Model

application

data link data link
data link physical physical
physical
data link data link
physical physical

A
data link | | data link
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Encapsulation

message | M | |applidation
segment [H] M| |+trangport
datagram|H,| H;| M network
frame |H||H, H{ M lihk
physical
link .
thSiCC(I -
switch
destination HJHs M ||[mefwork
M pplication HiF Hy| M lin!(
Hi M | [frransport physical
Ho Hy M hetwork
Hi|Hy Hy| M link router
physical
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Example of Data Transmission

Host A

» Send Data

@Y

Transport

Y

Network

Y

Data Link

Y

Physical

[

\

MAC: b MAC: ¢ MAC: d
IP=x IP=y P=2
Interface 1 Interface 3
Interface 4 g;
Receiver
Host B
............................................. Application
--------------------------------------------- Transport
> Network i Network
»1« \ 4 ) 4
-y Data Link | Data Link |¢.-_--___ Data Link
.‘ Physical | Physical |«-------- Physical
Router
[\ [ 7\
U \ U
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Example of Data Transmission

MAC: a MAC: b MAC: ¢ MAC:d
IP=w IP=x IP=y IP=2

e a— — gg

Sender Receiver

Host A Host B
Application |« - - oo » Application

A
\ 4

O Cransport - { Transport

» Disassembling:
> Split data into smaller \ 2

e Network — |[«-------- > Network ) R »  Network
S Sequenca Numper )
» Retransmission list . . -
>tSr;aanr2:2;rol;pon bata Link |«-------- -y Data Link | Data Link IS R » Data Link
> Flow Control: A 2 Y 4 v
>§§geweerdow DhySiCaI “«--————— u‘ PhySical Physical - b Physica|
> Forming Segments 4 R t
outer
[ [\ i AN
\ U \ U
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Example of Data Transmission

MAC: a MAC: b MAC: ¢ MAC: d
IP=w IP=x IP=y IP=2

Interface 1 Interface 3
Interface 4 g;
Sender Receiver
Host A Host B
Application |« -~ » Application
Transport |«--------cscosmsssossssssssssssosososoemmoees " Transport
@ @ -------- > Network I »  Network
» IP addressing l N )
 Forming Packes - Data Link |«-------- - Data Link | Data Link |¢.-._____ » Data Link
Physical |«-------- " PhyS|caI Physical |«-------- »  Physical
Router
( [\ [ 7\
\ U \ U
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Example of Data Transmission

MAC: a MAC: b MAC: ¢ MAC:d
IP=w IP = x IP=y IP =2
Interface | S Interface 3
Interface 4 g;
Sender Receiver
Host A Host B
Application |e-----ooo . Application
Transport |«------- - iininsiiiininiiniininnaninnT T T Transport
Network —|«-------- > Network S Network
@ @ l A 4 ) 4
Data |_|nk -------- -y Data Link | Data Link |¢i---____ Data Link
7 Encapeulats Packe ) ) )
into frame, adding . . .
el Physical  |¢-------- -‘ Physical | Physical |«-------- Physical
» MAC (Physical) A
Addrgssing for point
to point connection RO ute r'
» Computing
checksum for error ( A [ A}
detection \ U \ U

Dr. Mohammed Arafah

37



Example of Data Transmission

MAC: a MAC: b MAC: ¢ MAC: d
IP=w IP=x IP=y IP=2

Interface 1 Interface 3
Interface 4 g;
Sender Receiver
Host A Host B
Application |«----- oo » Application
Transport |«--------sssssssssssssssssssssssisionnT oo " Transport
Network |«-------- > Network L »  Network
1% ‘L Y Y
Data Link |«-------- -y Data Link | Data Link |¢.-_--___ » Data Link
PS—— Physical " PhyS|caI Physical |«-------- »  Physical

signal

@@ - Router

Transmission Media
( [\ [ 7\

\ V) \ \
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Example of Data Transmission

MAC: a MAC: b MAC: ¢ MAC:d
IP=w IP=x IP=y IP=2

Interface 1 Interface 3
Interface 4 g;
Sender Receiver
Host A Host B
Application |« - - oo » Application
Transport |«--------sssssssssssssssssssssssisionnT oo " Transport
Network |<-------- > Network I S »  Network
VY ‘L \ 4 2
Data Link |«-------- -» Data Link | Data Link |«....___. » Data Link
Physical __le------- Physical |«-------- »  Physical
» Convert the received
signal into bits
—(o){ 1| Router
Transmission Media? L]
[ i AN

\ V) \ \
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Example of Data Transmission

MAC: a MAC: b MAC: ¢ MAC:d
IP=w IP=x IP=y IP=2

Interface 1 B Interface 3
Interface 4 g;
Sender Receiver
Host A Host B
Application |«----- oo » Application
:: » Frame Boundary ::
Detection
TranSF > Error Detection _; _____________________________________ g Transport
» Checking the
v correctness of the N
frame
NetWO » Checking the MAC *-------- > Network
Address i
* > De-encapsulate the ¥ ] - -
Data L :)raacnlz:tand extracttr;\ ata LiIn Data Link - > Data Llnk
A4 : @‘l_r : A 4 : \ 4 :
Physical |«-==--=- -‘ Physical | Physical |«-------- »  Physical
Router
[ [\ i AN
\ U \ U
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Example of Data Transmission

MAC: a MAC: b MAC: ¢ MAC: d
IP=w IP=x IP=y IP=2

Interface 1 Interface 3
Interface 4 g;
Sender Receiver
HostA Host B
Application |e-----ooo . » Application
Transport €SI IIIIIIIIIIIIIIIIIIIII T > Transport

Y v

Network L% | Network e | Network

Data Link |«---=%-== -y Data Link | Data Link |¢.-_--___ » Data Link
Physical |«-------- " PhyS|caI Physical |«-------- » Physical
Router
( [\ [ 7\

Q U ( U
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Example of Data Transmission

MAC: a MAC: b MAC: ¢ MAC: d
IP=w IP=x IP=y IP=2
Interface | - Interface 3
Interface 4 g;
Sender Receiver
Host A Host B
Application |« - - oo » Application
Transport |¢--------zzsssssssssssssssossssossoons = ooooC » Transport
Network |«-------- > Network o8 BREPTTS > Network
\, ¢ 1©®©
Data I—Ink D B Data Llnk Data Llnk 4> Forming Frames - ta I—Ink
» Encapsulate Packet
v \ 2 into frame, adding A 2
. - . header, trailer .
Physical |¢-------- - -‘ Physical | Physical , wacemscay  (NYsicCal
A Addressing for point
to point connection
RO Ute r » Computing the
( 0 — i
\ U \ U
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Example of Data Transmission

MAC: a MAC: b MAC: ¢ MAC: d
IP=w IP=x IP=y IP=2

Interface 1 Interface 3
Interface 4 g;
Sender Receiver
Host A Host B
Application |« -~ » Application
Transport |«--------sssssssssssssssssssssssisionnT oo " Transport
Network |«-------- > Network Pl »  Network
v ‘L A 4 \ 2
Data Link |«-------- - Data Link Data Link |eiooooo- » Data Link
4 : o - Y . J \ 4 :
Physical .‘ PhyS|caI Physical T Physical
A 3 signal
Router| ]
( \ v/ 7\
\ U \ U
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Example of Data Transmission

MAC: a MAC: b MAC: ¢ MAC: d
IP=w IP = x IP=y IP =2
Interface 1 Interface 3
Interface 4 g;
Sender Receiver
Host A Host B
Application |e-----ooo . » Application
Transport |«--------cscosmsssossssssssssssosososoemmoees " Transport
Network |¢-------- > Network .- »  Network
v ‘L A 4 \ 2
Data Link |«-------- - Data Link | Data Link |¢_--_____ » Data Link
Physical |¢-------- " PhyS|caI Physical |«-------- Physical
» Convert the received
signal into bits
- Router :
Transmission Media
( \ (
\ U \ U
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Example of Data Transmission

MAC: a MAC: b MAC: ¢ MAC:d
IP=w IP=x IP=y IP=2
Interface 1 B Interface 3
Interface 4 g;
Sender Receiver
Host A Host B
Application |« -----ooooo » Application
0 > Frame Boundary A
A4 Detection Y
Transport |«--------sososssssssssssssosaass »Erorpetection - Transport
correctness of the
\ 4 frame A 4
Network |«-------- > Network | »cesingmemac 1 Network
A 2 l’ iz > De-encapsulate the
- : frame and extract the .
Data Link |«-------- -y Data Link | Data L| e I Data Link
) 2 2 \ 2 @ i i
Physical  |¢-------- -‘ Physical | Physical |«------= »  Physical
Router
[ [\ i AN
\ U \ U
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Example of Data Transmission

MAC: a MAC: b MAC: ¢ MAC: d
IP=w IP = x IP=y IP=z
Interface 1 Interface 3
Interface 4 g;
Sender Receiver
Host A Host B
Application |«----- oo » Application
Transport |«--------ssssssssssssssssssosssoosooas S > Transport
) » Extract the Segment
Network |«-------- > Network « @ﬁ Network
A\ 4 l Y
Data Link |«-------- - Data Link | Data Link |¢_--_____ » Data Link
Physical  [«-------- " PhyS|caI Physical |«-------- »  Physical
Router
( \ ( 7\
\ U ( U
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Example of Data Transmission

MAC: a MAC: b MAC: ¢ MAC:d
IP=w IP=x IP=y IP=2

-

Interface 1 — Interface 3

Interface 4

Sender g Eegzr?tlietc? ?r:: 31;;?12??; : Receiver
ACKNOWLEDGEMENT
HOS_t A ;oracorrectsegment, and
- - AC'?\I}I(EI\?.Q\-II—\III\_/IEEDGEMENT HOSt B
Application |e-----ooooooo pramieoneetseanent ) Application
A » Ordered Delivery:
) > Sequence Number 1
» Re-assembling
Transport |¢--------zzzsosssssssssssoass i Transport
Network |¢-------- > Network .- »  Network
v l Y \ 4
Data Link |«-------- - Data Link | Data Link |¢_--_____ » Data Link
Physical |«-------- -‘ Physical | Physical |«-------- » Physical
Router
( \ ( 7\
\ U ( U
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Example of Data Transmission

MAC: a MAC: b MAC: ¢ MAC: d
IP=w IP=x IP=y IP=2

Interface 1 Interface 3
Interface 4 g;
Sender Receiver
HOSt A > Receive Data HOSt B
I < - - - - - - - == Application
Transport |«--------sssssssssssssssssssssssisionn oo " Transport
Network |«-------- > Network L »  Network
v ‘L Y Y
Data Link |«-------- -y Data Link | Data Link |¢.-_--___ » Data Link
Physical |«-------- " Physical | Physical |«-------- »  Physical
Router
( [\ [ 7\
\ U \ U
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TCPI/IP Layers

o Application layer

» Transport layer

« Internet layer

» Network access layer
» Physical layer

Dr. Mohammed Arafah
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Addressing Requirements

> two levels of addressing required

» each host on a subnet needs a unique
global network address

o its IP address

> each application on a (multi-tasking) host
needs a unique address within the host

» known as a port
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@ Operation of TCP and IP @)

Host A

A

Host B

Port or
service access point (SAP)

- O—Cr Logical connection
TCP 1 ------_____ (TCPconnection)  ___ -
Global network
IP 4 address P
Network Access Network Access
Protocol #1 Protocol #2
) Sub c h Logical connection - - :
Physical u ";‘2;‘:1?3 dﬂ:zgsmenlt?outer | (eg. virtual circut) 4 Physical
/ P
NAP 1| NAP 2
PhysicallPhysical
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Transmission Control Protocol (TCP)

> usual transport layer is (TCP)

> provides a reliable connection for transfer of
data between applications

> a TCP segment is the basic protocol unit

> TCP tracks segments between entities for
duration of each connection
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TCP Header

Destination Port

Sequence Number

Acknowledgement Number

20 octets

Checksum Urgent Pointer

Options + Padding

(a) TCP Header

Dr. Mohammed Arafah
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User Datagram Protocol
(UDP)

> an alternative to TCP

> no guaranteed delivery

> no preservation of sequence

> no protection against duplication
> minimum overhead

Dr. Mohammed Arafah



UDP Header

Bit: 0 16

§
m——

(b) UDP Header

oC

Dr. Mohammed Arafah
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IP Header

Bit: 0 4 ] 14 16 19 31
T Version IHL DS ECN Total Length
E Identification Flags Frapment (Mffset
% Time to Live Protocol Header Checksum
Source Address

Destination Address

Options + Padding

Dr. Mohammed Arafah

(a) IPv4 Header
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IPv6 Header

12

40 octets

Dr. Mohammed Arafah

(b) IPv6 Header
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Ethernet Frame

7 bytes 1 byte 6 bytes 6 bytes 2 bytes <1500 bytes 4 bytes
Destination Source Data=1IP
Preamble | SFD Address Address Length Packet Pad FCS
PACKET
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TCP/IP Applications

> have a number of standard TCP/IP
applications such as

» Simple Mail Transfer Protocol (SMTP)

« File Transfer Protocol (FTP) — control and
data connections

o Telnet
e« HTTP
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@ some TCP/IP Protocols 7,

MIME

BGP FTP HTTP | | SMTP | |TELNET| | SNMP

TCP UDP

ICMP | | IGMP | | OSPF | | RSVP

1P
BGP = Border Gateway Protocol OSPF = Open Shortest Path First
FTP = File Transter Protocol RSYP = Resource Reder'Vation Protocol
HTTP = Hypertext Transfer Protocol SMTP = Simple Mail Transfer Protogol
ICMP = Internet Control Message Protocol SNMP = Simple Network Management Protocol
IGMP = Internet Group Management Protocol TCP = Transmission Control Protocol
1P = Internet Frotocol UDF = User Datagram Protocol
MIME = Multi-Purpose Internet Mail Extension
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Traditional vs Multimedia @
Applications

> traditionally Internet dominated by info
retrieval applications

o typically using text and image transfer
« E.g. email, file transfer, web

> see increasing growth in multimedia
applications
e involving massive amounts of data
e Such as streaming audio and video
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@ Elastic and Inelastic Traffic@®

> elastic traffic

« Can adjust to delay & throughput changes
over a wide range

» E.qg. traditional “data” style TCP/IP traffic
« Some applications more sensitive though

> inelastic traffic
» does not adapt to such changes
» E.g. “real-time” voice & video traffic
o Need minimum requirements on net arch
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Summary

> introduced need for protocol architecture

» OSI| Model & protocol architecture
standardization

» TCP/IP protocol architecture
> traditional vs multimedia application needs
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