
CYS 2310
Policy, Legal, Ethics and Compliance

Lecture  # 7
Privacy and Data Protection Legislation and Regulations 



Learning Objectives:

Upon completion of this lecture, you will be able to learn about:
✓ General Data Protection Regulation (GDPR)
✓ California Consumer Privacy Act (CCPA)
✓ Brazilian General Data Protection Law (LGPD)
✓ Personal Information Protection and Electronic Documents 

Act (PIPEDA)
✓ Privacy Act (1974)
✓ Personal Data Protection Law (PDPL)
✓ Personal Data Protection Act (PDPA)
✓ Personal Information Protection Law (PIPL)
✓ Privacy Shield



Introduction

➢ Privacy and data protection legislation and regulations are implemented by

various countries and regions to protect individuals' personal information

and govern the processing and handling of data.

➢ Here are some significant privacy and data protection laws and regulations

from different parts of the world:



General Data Protection Regulation (GDPR)

➢ One of the most notable privacy and data protection regulations is the

General Data Protection Regulation (GDPR), which came into effect on May

25, 2018, in the European Union (EU) and European Economic Area (EEA).

➢ The GDPR is a comprehensive data protection regulation applicable to all EU

and EEA member states.

➢ It establishes principles, rights, and obligations concerning the processing of

personal data, aiming to protect individuals' privacy and give them more

control over their personal information.



California Consumer Privacy Act (CCPA)

➢ The CCPA is a state-level privacy law in California, United States.

➢ It grants California residents certain rights regarding the collection, use, and

sharing of their personal information by businesses.

➢ It imposes obligations on businesses to provide transparency, opt-out

mechanisms, and non-discrimination in relation to personal data processing.



Brazilian General Data Protection Law (LGPD)

➢ The LGPD is a comprehensive data protection law in Brazil, which became

effective in September 2020.

➢ It regulates the processing of personal data, provides individuals with privacy

rights, and establishes obligations for organizations handling personal data.

➢ It establishes principles for data processing and grants rights to individuals.



Personal Information Protection and Electronic Documents Act (PIPEDA)

➢ PIPEDA is the federal privacy law in Canada that governs the collection, use,

and disclosure of personal information by private sector organizations.

➢ It sets rules for the collection, use, and disclosure of personal information

and grants individuals certain rights.



Privacy Act (1974)

➢ The Privacy Act of 1974 is a U.S. federal law that governs the collection, use,

and disclosure of personal information by federal agencies.

➢ It establishes rules for federal government agencies regarding individuals'

privacy rights, access to personal records, and data sharing.



Personal Data Protection Law (PDPL)

➢ The PDPL is the primary data protection legislation in Turkey.

➢ It sets out principles, obligations, and rights concerning the processing of

personal data.

➢ The law imposes requirements on data controllers and processors and

provides individuals with privacy rights.



Personal Data Protection Act (PDPA)

➢ The PDPA is a data protection law in Singapore that governs the collection,

use, and disclosure of personal data.

➢ It outlines obligations for organizations and provides individuals with rights

over their personal information.



Personal Information Protection Law (PIPL)

➢ The PIPL is a proposed data protection law in China that is expected to be

enacted in the near future.

➢ It focuses on the protection of personal information and imposes obligations

on organizations regarding data processing.



Privacy Shield

➢ Privacy Shield was a framework established between the EU and the United

States to enable the transfer of personal data between the two regions in

compliance with the GDPR.

➢ However, the framework was invalidated by the Court of Justice of the

European Union in 2020, and alternative mechanisms for data transfers are

now being used.



Conclusion

➢ These are just a few examples of privacy and data protection legislation and

regulations.

➢ Many countries and regions have their own specific laws in place, and

organizations operating internationally may need to comply with multiple

regulations depending on the jurisdictions they operate in and the data they

process.

➢ It's crucial to consult the specific laws and regulations of the relevant

countries or regions for comprehensive and up-to-date information.



Conclusion

➢ Many countries have their own specific laws in place, such as the Personal

Information Protection Act (PIPA) in South Korea or the Personal Data

Protection Bill in India.

➢ It's crucial for organizations and individuals to understand and comply with

the relevant laws in the jurisdictions they operate in or interact with.



Review

General Data Protection Regulation (GDPR)

California Consumer Privacy Act (CCPA)

Brazilian General Data Protection Law (LGPD)

Privacy Act (1974)

Personal Data Protection Law (PDPL)
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Privacy Shield

Conclusion



End of Lecture


