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Abstract

Phishing, particularly spear phishing, poses significant threats by exploiting individual and organizational
vulnerabilities through deceptive, targeted messages. Despite considerable progress in phishing awareness
training, most existing systems target general phishing, with limited focus on specifically addressing spear
phishing. Additionally, they also lack personalized feedback and training on phishing behavior. While
gamification shows promise for enhancing user engagement, existing phishing awareness training designs
often overlook important gamification elements. Building on existing theories, this study introduces several
design considerations and proposes novel design artifacts to implement those considerations, including
personalized attacks, structured knowledge training, personalized feedback, and competitiveness-driven
design. We will evaluate the system's performance in phishing detection and user engagement in phishing
awareness training, ultimately promoting a comprehensive cybersecurity education strategy.
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Introduction

In phishing, an attacker uses deception and disguising techniques to gain access to a victim's sensitive
information over the internet. As a form of social engineering attack, phishing can be conducted through
various channels, including fake emails and fabricated websites. Phishing attacks are often motivated by
factors, such as identity theft, financial benefits, defamation, and propagation (Goel & Jain, 2018).

Spear phishing is a targeted form of phishing where the attacker selects specific individuals and tailors the
context. Personalization is considered a critical factor in the success of spear phishing emails (Mark
Sparshott, 2014). Over the past decade, phishing attacks have grown increasingly sophisticated.
Cybercriminals often send phishing emails posing as trusted entities, designing messages to mimic
legitimate organizations. These emails typically direct recipients to fake websites via hyperlinks, prompting
users to update personal information. Unlike traditional phishing, spear phishing achieves higher success
rates by impersonating someone familiar to the victim and incorporating personalized, relevant content,
which reduces suspicion (Chiew et al., 2018). Additionally, different user groups may have varying levels of
susceptibility to phishing attacks. For example, the elderly and college students may be particularly
vulnerable. Therefore, phishing awareness training should not only focus on spear phishing but also ensure
it is tailored to the diverse needs of different populations (Sultan, 2019).

Gamification in cybersecurity training, particularly for raising awareness of phishing, has shown significant
potential in enhancing user engagement and promoting behavioral changes to prevent phishing attacks.
Research has demonstrated that integrating gamification elements can improve the training experience.
However, these systems still have limitations, like a lack of focus on spear phishing and personalized
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feedback and an overlook of phishing behavior training, and the underutilization of some promising
gamification elements. This work extends this field by providing a comprehensive system with four design
artifacts: personas to simulate attacks, structured knowledge training, phishing behavior classifications,
competitiveness-driven gamification elements, and personalized feedback. Instead of surface-level
gamification, our proposed system simulates realistic spear-phishing scenarios with user-selected
personas. The system will be empirically evaluated after development.

Gamification-based Phishing Awareness Training

Gamification-based phishing awareness training aims to enhance users' ability to identify and avoid
phishing attacks by incorporating gamification elements. Game-based training systems turn learning about
phishing threats into an engaging experience. While learning how to identify phishing scams, users can also
have fun with these interactive games. The interactive and engaging nature of games can contribute to their
effectiveness as a tool to improve learning outcomes in the phishing context.

Existing phishing training systems have employed a variety of game mechanics and elements. For example,
"Phishy", specifically designed for enterprise users, requires players to hook fish, answer related questions,
and avoid obstacles (Cj et al., 2018). During the gameplay, players navigate life-or-death scenarios, which
reinforces motivation and self-preservation instincts. In "Anti-Phishing Phil" (Sheng et al., 2007), Phil, a
young fish, is required to distinguish between real and phishing URLs disguised as worms while learning
and reflecting through story-based content. The game consists of four increasingly challenging rounds, in
which Phil must earn points from correct identifications and lose lives from mistakes. "What.Hack"
simulates phishing attacks through a role-playing approach, where players assume the role of bank
employees who handle emails while being careful not to be attacked by phishing emails (Wen et al., 2019).
"PHISHGEM" also educates users on major phishing techniques (Tinubu et al., 2023).

Current gamification-based phishing awareness training systems face several limitations. First, they use
general phishing instead of spear phishing, which uses social engineering tactics to tailor messages to the
target's specific information. Second, these systems emphasize email classification (phishing or not
phishing). They focus on structural behaviors ( e.g., fake URLSs), neglecting other types of phishing
behaviors. Third, their gamification strategies emphasize rewards, like points, while overlooking negative
feedback, like penalties, and competitive elements (e.g., leaderboards). Finally, they do not provide
personalized feedback to users.

NOPE (No Opportunity for Phishing Exploit)

We propose a gamification-based phishing awareness training system, NOPE (No Opportunity for Phishing
Exploit), to address the limitations of existing systems. This section begins by outlining key considerations,
then presenting detailed designs of the system’s novel components, and concludes with an overview of the
system architecture.

Design Considerations

Our design of the phishing training system is motivated by the limitations of existing systems and informed
by multiple theories, such as dual process theory (Stanovich & West, 2000) and protection motivation
theory (Rogers, 1975). NOPE has the following key design considerations:

e Personalized attacks in support of spear phishing training: Tailoring phishing emails with relevant
information or context specific to target users, thus simulating realistic spear phishing scenarios.

e Structured knowledge training: Helping users gain a systematic understanding of phishing
behaviours through the content development of the training system.

e Competitiveness-oriented gamification design: Incorporating elements, such as a leaderboard and
well-design reward mechanism to enhance user engagement and performance.

e Personalized feedback: Providing personalized feedback to enable users to focus on and improve
their areas of weakness.
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Design Artifacts
Personalization via Personas

To create personalized attacks, one approach is to collect personal profiles through online registration.
However, privacy concerns may deter users from sharing real information. To balance personalization with
privacy, we developed multiple representative personas, each reflecting diverse user profiles to broaden the
range of phishing targets. The system will prompt users to select a preferred persona, then generates
personalized phishing emails based on that choice.

In the initial design, we created three personas: students, mid-career professionals, and retirees,
representing distinct user groups. These personas span various life stages and career phases, each with
unique vulnerabilities and phishing recognition experience. The goal is not to cover all demographics but
to include a representative cross-section of common phishing targets.

Structured Knowledge Training with Phishing Behavior Classification

Phishing behaviors refer to the characteristics or patterns in deceptive emails or websites designed to trick
users into disclosing their private or confidential information. The first step in detecting phishing emails is
to recognizing phishing behaviors or cues. Beyond accurate detection, understanding why an email is
phishing is crucial for preventing future attacks. Based on our extensive review of the phishing literature,
we categorize phishing behaviors into three categories: structural, lexical, and discourse.

e Structural behaviors concern manipulating the structural elements of an email, such as specious
links, fake emails, and time.

e Lexical behaviors involve using specific words, terms, or verbs in a message to enhance the
attacker’s intention to mislead a target, such as first-person pronouns, interaction requesting
words, generalizing terms, and exclusive words.

e Discourse behaviors consider individual parts of an email in relation to other parts of the email,
such as mismatched subjects and disguised sentences.

Competitiveness-driven gamification design

NOPE incorporates several gamification artifacts to improve user engagement and experience.

e Role-playing: The main task of the detector role is to identify phishing behaviors through
inspection. Drawing on the find-the-difference game, players will learn to thoroughly analyze
different elements of an email by comparing two versions of an email side-by-side. As shown in
Figure 1, the email on the left is authentic and the version on the right is a phishing attempt,
generated by modifying the authentic email). They will allow users to detect subtle inconsistencies,
suspicious links, and other phishing cues from the comparison.

e Dynamic leaderboard: The design incorporates a dynamic leaderboard that adds a competitive
element by comparing player performance across multiple phishing tasks. This fosters a sense of
accomplishment and motivates users to continue engaging with training modules, while
simultaneously encouraging improvement in phishing detection skills. Progress and performance
are tracked through game history, capturing details like time spent and points earned.

e Penalty mechanic: In contrast to most existing games that focus on positive reinforcement, this
system also incorporates penalties. Users will not only earn points as rewards but also lose points.
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Personalized Feedback

Phishing training systems are typically one-size-fits-all. Despite existing systems customizing messages
based on user data, they fail to provide truly personalized feedback on performance. To address this
limitation, NOPE offers tailored reinforcement, allowing users to repeat specific scenarios involving
phishing behaviors where they demonstrate vulnerability, receive explanatory guidance contextualized to
their particular mistakes, and practice with progressively challenging variants of attacks.

System Architecture

The system consists of three main components: registration, tutorial, and play. During registration, users
are asked to create an account by providing some basic demographic information and selecting a persona.

The tutorial module was designed to ensure that all users are equipped with the knowledge necessary to
recognize phishing behaviors through systematic and personalized training. The tutorial not only guides
users on how to interact with the training system but also educate them on specific phishing behaviors. It
includes information about the roles within the gamified environment, the game's rules and the scoring
(points awarded for correct choices and deducted for incorrect ones), and time limits. The final score is the
total cumulative points earned.

Gamification is a key element in our game design to enhance user engagement. In the training system, users
learn to detect phishing by actively analyzing emails and selecting potential phishing behaviors. Positive
confirmation reinforces correct identification, while feedback and targeted tips guide users upon incorrect
selections, enhancing their understanding of phishing behaviors.

The play mode allows users to actively test their skills acquired from the training on different phishing
emails. The main game session mirrors tutorial tasks but incorporates more engaging gamification,
informing users about the number of embedded phishing clues in each email. The system tracks user’s
performance in terms of both accuracy and time for each email, using this data to calculate their scores.
Tasks are ordered by increasing difficulty, presenting more and diverse phishing clues. Lastly, users receive
feedback on their detection performance.

Discussion

This research addresses the need for more effective cybersecurity training, particularly against spear
phishing, through the development of a gamification-based awareness system, NOPE. Our key contribution
lies in the introduction of several theoretically novel design artifacts for gamified spear phishing training,
including personalized attack simulation using personas, structured knowledge training with phishing
behavior classification, competitiveness-driven gamification, and personalized feedback. We have
prototyped NOPE and obtained IRB approval for our detailed evaluation methodology. The design and
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implementation of NOPE are extensible and will incorporate a structured set of spear-phishing
characteristics, including diverse personalization features, language styles and tones, various phishing cues,
exploitation techniques, and additional realistic scenarios, with plans to add varied narratives and
simulated attachments for enhanced realism. Following a pilot study for refinement, we will evaluate
NOPE's effectiveness in improving phishing detection training by comparing it against existing anti-
phishing training systems (both non-gamified and gamified), as well as a non-gamified version of our
system containing only knowledge-based training, across multiple dimensions including usability,
educational impact, user engagement, and overall effectiveness.
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