Privacy and Security

Multiple Choice

Select the best answer for each question below. When you are finished, check your answers by clicking the 'Check Answers' button at the bottom of the page.

1. Which of the three privacy issues relates to the responsibility of those who have data to control who is able to use that data.

    a- access               b- accuracy           c- property                d- security

2. What is the illegal assumption of someone’s identity for the purposes of economic gain called?

    a- fraud             b- identity theft           c- monitory transgression         d- scamming


3. These cookies record your activities across different sites.

     a- tracking                 b- traditional          c- Web bug                d- first-party

4. These programs record every activity and keystroke made on a computer system.

    a- computer monitoring software       b- Web bug        c- virus         d- worm

5. Individuals who create and share programs designed to gain unauthorized access to computer systems or disrupt networks are known as:

    a- crackers                b- cryptographers           c- encoders         d- hackers

6. This special type of virus fills a computer system with self-replicating information, clogging the system so that its operations are slowed or stopped.

    a- firewall                     b- keystroke          c- worm            d- zombie
7. This type of attack attempts to slow down or stop a computer system or network by flooding it with requests for information and data.

    a- cracker                b- denial of service          c- hacker            d- Trojan horse
8. This type of attack uses software to try thousands of common words sequentially in an attempt to gain unauthorized access to a user’s account.

    a- denial of service               b- password      c- dictionary            d- virus
9. One of the best-known wireless encryption protocols is:

   a- DRM                          b- HIPAA               c- VPN              d- WPA2
10. The unauthorized copying and distribution of software is called:

   a- cracking                       b- hacking               c- plagiarism            d- software piracy
11- Privacy is primarily a(n) _____ matter.
     A) ethical                  B) legal                 C) security                D) business

12- People who gain unauthorized access to computers for the purpose of doing damage are called ____.
      A) employees             B) hackers        C) members of organized crime         D) crackers

13- _________ is a computer monitoring software.
      A) Web bug             B) Keystroke loggers         C) Cookie          D) Snoopware
14- When a hard disk crashes, it is an example of a ____ type of computer security threat.
A) natural hazard             B) criminal      C) technological failure    D) civil strife
Matching

Match the definitions with the terms in the box to the right by entering the letter for each term next to its correct definition below. When you are finished, check your answers by clicking the 'Check Answers' button at the bottom of the page.
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	Privacy concern related to who owns data and the rights to software.
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	Created from publicly available databases and in many cases nonpublic databases.
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	Programs that record virtually everything you do on your computer.
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	A type of spyware that uses small images or HTML code hidden within an e-mail message.
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	Program that migrates through networks and operating systems, typically attaching themselves to different programs and databases.
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	Act that makes it a crime for unauthorized persons even to view—let alone copy or damage—data using any computer across state lines.
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	This technology uses features such as fingerprints, iris scans and facial recognition to restrict access to a computer system.
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	Connection that creates a secure virtual connection to a company LAN across the Internet.



	
	a. Computer Fraud and Abuse

b. electronic profiles

c. biometric scanning

d. property

e. computer monitoring software

f. virus

g. VPN

h. Web bug




True/ False

1- There is a large market for data collected about individuals.      False
2- Privacy of information is primarily a legal issue according to the Financial Modernization Act.                                                                                                 False
3- Viruses are spread from computer to computer through networks and operating systems.
                                                                                                        True
4- Unauthorized copying of programs for personal gain is a form of theft called service theft.
                                                                                                       False
5- Ergonomics is defined as the study of human factors related to things people use.
                                                                                                      True
6- VPN is a Program that migrates through networks and operating systems, typically 
attaching themselves to different programs and databases.                                False
7- first-party is a Type of cookie that provides information to a single site.      True                                                                                    
8- copyright is a A legal concept that gives content creators the right to control use and 

distribution of their work.                                                                                  True
Writing Questions

· Discuss the Difference between Security and privacy.
· Mention the various kinds of computer criminals.
· How you can protect your privacy and security on internet?
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