Tutorial -6
CSC-304 CASES
Cyber stalking

Gary Dellapenta was a former security guard living in North Hollywood. In 1996, Dellapenta met a 28 year‑old woman at church. He took an interest in her, but when she did not reciprocate, Dellapenta started following her. In 1998 when the woman spurned his romantic advances, Dellapenta decided to solicit her rape.
He impersonated her in various Internet chat rooms and online bulletin boards; disclosed her telephone number and address; and posted messages stating that she has fantasies of being raped. On at least six occasions, sometimes in the middle of the night, the woman received propositions by strangers to rape her. Dellapenta was eventually arrested and prosecuted under California's cyberstalking law. He pleaded guilty on April 28, 1999, to one count of stalking and three counts of solicitation of sexual assault.

Spamming
In 1994, two immigration attorneys, Laurence Canter and Marsha Siegel, posted identical copies of an e‑mail to thousands of newsgroups, offering their services to people with "green card" problems. This Spam outraged most of the newsgroup subscribers. In response, they sent a number of e‑mail flames back to Canter and Siegel, overloading the lawyers' service system and causing a shutdown. In addition, a "cancelbot" program was set up to block off any future messages from Canter and Siegel. Although the program was not mobilized, its creation generated discussion among fellow newsgroup subscribers urging that the program be deployed. The lawyers' Internet service provider (ISP), reacting to public pressure, decided to close their account.

On their part, Canter and Siegel were unapologetic. As a result of the spam, they received "25,000 customer inquiries for one night's work‑and $100,000 worth of business for a $20 investment." They also threatened to file suit against their ISP for denying them their First Amendment access rights.

On February 9, 2000, undeterred by the negative publicity generated by their first attempt, Canter and Siegel dispatched a similar Spam to over 10,000 newsgroups. The newsgroup subscribers each received the identical message that read: "GUARANTEED CREDIT REPAIR BY LAW FIRM." Canter and Siegel also managed to send their electronic advertisement to the newsgroups' emergency channel which was reserved for urgent messages addressed to everyone. The message also carried the false statement that the lawyers' activity had the permission of the newsgroup managers.

