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How much security?

After getting an undergraduate degree in computer science, Leikessa Jones was hired by a large computer company. She initially worked as a program​mer, but over the years was promoted to technical positions with increasing responsibility. Three years ago she quit her job and started her own consult​ing business. She has been so successful that she now has several people work​ing for her.

At the moment, Leikessa is designing a database management system for the personnel office of a medium‑sized company that manufactures toys. Leikessa has involved the client in the design process informing the CEO, the Director of Information Technology, and the Director of Personnel about the progress of the system and giving them many opportunities to make decisions about features of the system. It is now time to make decisions about the kind and degree of secu​rity to build into the system.

Leikessa has described several options to the client. The client has decided to opt for the least secure system because the system is going to cost more than was planned. She believes that the information that will be stored in the system is extremely sensitive. It will include performance evaluations, medical records for filing insurance claims, and salaries. With weak security, it may be possible for enterprising employees to figure out how to get access to this data, not to mention the possibilities for online access from hackers. Leikessa feels strongly that the system should be more secure.

She has tried to explain the risks to her client, but the CEO, Director of Information Technology, and Director of Personnel are all willing to accept lit​tle security. Should she refuse to build the system as they request?

Conflict of Interests

Juan Roriguez makes a living as a private consultant. Small businesses hire him to advise them about their computer needs. Typically a company asks him to come in, examine the company's operations, evaluate their automation needs, and make recommendations about the kind of hardware and software that they should purchase.

Recently, Juan was hired by a small, private hospital. The hospital was in​terested in upgrading the hardware and software it uses for patient records and accounting. The hospital had already solicited proposals for upgrading their system. They hired Juan to evaluate the proposals they had received. Juan examined the proposals very carefully. He considered which system would best meet the hospital's needs, which company offered the best services in terms of training of staff and future updates, which offered the best price, and so on. He concluded that Tri‑Star Systems was the best alternative for the hospital, and he recommended this in his report, explaining his reasons for drawing this conclusion.

However, Juan failed to show the fact that he is a co-partner in Tri‑Star Systems.

1. Is there anything wrong with Juan’s decision even if Tri‑Star Systems was truly the best alternative?

2. Does Juan’s failure to show the fact that he is a co-partner in Tri‑Star Systems will change your answer for the above question?

