Exam 10
Select the correct answer A, B or C

1- What is correct about initial negotiation phase of cryptographic systems, choose one of the following: 
(A) Each of sender and receiver authenticates itself to each other
(B) Sender and receiver clearly agree up which encryption or hashing method they will use
(C) Sender and receiver begin exchanging message-by-message
2- What is correct about mutual authentication phase of cryptographic systems, choose one of the following: 

(A) Each of sender and receiver authenticates itself to each other

(B) Sender and receiver clearly agree up which encryption or hashing method they will use
(C) Sender and receiver begin exchanging message-by-message
3- What is correct about key exchange phase of cryptographic systems, choose one of the following: 

(A) Each of sender and receiver authenticates itself to each other

(B) Sender and receiver clearly agree up which encryption or hashing method they will use
(C) The sender and receiver exchange symmetric session key which is used to transmit long message

4- What is correct about ongoing communication phase of cryptographic systems, choose one of the following: 

(A) Sender and receiver begin exchanging message-by-message
(B) Sender and receiver clearly agree up which encryption or hashing method they will use
(C) The sender and receiver exchange symmetric session key which is used to transmit long message
5- Which TCP/IP layer  Kerberos cryptographic system, choose one of the following:
(A) Application Layer
(B) Transport Layer
(C) Internet Layer
(D) Data Link Layer
6- Which TCP/IP layer  SSL/TLS cryptographic system, choose one of the following:
(A) Application Layer
(B) Transport Layer
(C) Internet Layer
(D) Data Link Layer
7- Which TCP/IP layer  IPsec cryptographic system, choose one of the following:
(A) Application Layer
(B) Transport Layer
(C) Internet Layer
(D) Data Link Layer
8-  Which TCP/IP layer  PPTP cryptographic system, choose one of the following:
(A) Application Layer
(B) Transport Layer
(C) Internet Layer
(D) Data Link Layer
9- Which TCP/IP layer  L2TP cryptographic system, choose one of the following:
(A) Application Layer
(B) Transport Layer
(C) Internet Layer
(D)  Data Link Layer 

10- What is correct about Virtual Private Network (VPN), choose one of the following:
(A) PPTP, L2TP and IPsec are used to build VPNs
(B) SSL/TLS  are used to build VPNs
(C) Kerberos are used to build VPNs
11- What is the purposes of using VPNs, choose one of the following:
(A) VPNs to protect computers against virus 
(B) To detect the attacks and to send alarm to the network administrator 
(C) To provide secure communication over the Internet
12- What is the purposes of using VPNs, choose one of the following:
(A) To connect an individual user to the protected network through the Internet

(B) VPNs to protect computers against virus 
(C) To detect the attacks and to send alarm to the network administrator 
13- What is the purposes of using VPNs, choose one of the following:
(A) VPNs to protect computers against virus 
(B) To provide secure communication between two sites

(C) To detect the attacks and to send alarm to the network administrator
14- What is correct about SSL/TLS, choose one of the following:
(A) SSL/TLS is used to protect computers against virus 
(B) SSL/TLS is used in e-commerce and e-mail program

(C) SSL/TLS is used  to detect the attacks and to send alarm to the network administrator
15- To dial into site using a telephone modem and PPP these clients will connect to a Remote Access Servers (RAS) at the site, What is correct about RAS, choose one of the following:
(A) RAS authenticates them using VPNs and then give them access to other computers at the site 
(B) RAS authenticates them using SSL and then give them access to other computers at the site
(C) RAS authenticates them using Remote Authentication Dial-In User Service (RADIUS) and then give them access to other computers at the site
16- To dial into site using a telephone modem and PPP these clients will connect to a Remote Access Servers (RAS) at the site, What is correct about PPP, choose one of the following:
(A) PPP can only work over a single data link 

(B) PPP can work over multiple data links along a route
(C) PPP can only work over the Internet
17- To dial into site using a telephone modem and PPP these clients will connect to a Remote Access Servers (RAS) at the site, What is correct about PPP, choose one of the following:
(A) PPP can only work over a single data link 

(B) PPP can work over multiple data links along a route
(C) PPP can only work over the Internet
18- What is correct about Point-to-Point Tunneling Protocol, choose one of the following:
(A) PPTP can only work over a single data link 

(B) PPTP encapsulates PPP frame within a packet, packet travels to the RAS over the Internet
(C) PPTP encapsulates PPP frame within a packet, packet travels to the RAS over the telephone line
19- What is correct about Layer 2 Tunneling Protocol, choose one of the following:
(A) L2TP requires another security tool at the internet layer
(B) L2TP doesn't require another security tool at the internet layer
(C) L2TP has security of its own
20- What is correct about IPsec, choose one of the following:
(A) IPsec provide security only for TCP traffic carried in the data field of the IP packet 
(B) IPsec provide security for only UDP traffic carried in the data field of the IP packet 
(C) IPsec provide security for all types of the traffic carried in the data field of the IP packet including TCP, UDP, and ICMP messages 
21- What is correct about IPsec transport mode, choose one of the following:
(A) It allows two hosts to communicate securely without regard to what else is happening on the network  

(B) It allows two IPsec gateways at different sites to communicate securely through the Internet
(C) It encapsulates the original IP packet in a new IP packet by adding a new IP header and an IPsec header 

22- What is correct about IPsec Tunnel  mode, choose one of the following:
(A) It allows two hosts to communicate securely without regard to what else is happening on the network  

(B) It allows two IPsec gateways at different sites to communicate securely through the Internet
(C) IPsec header is inserted after the main IP header 
23- What is correct about Kerberos, choose one of the following:
(A) It is the default client-server authentication method in Unix and later versions  

(B) It is the default client-server authentication method in Windows NT 
(C) It is the default client-server authentication method in Windows 2000 and later versions 
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