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User visiting
infected website

Downloading a
“free” program

Computer
infected by
another infected
host

Sources of Malware

User has
outdated
antivirus software

Opening
unsolicited email

Opening
attachments sent
in instant
messenger,
social media site,

Web Browser not
patched for new
vulnerability

Exchanging files
on file sharing
sites

Insert a USB
stick that you
found in a public
area
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%2 Windows Security Alert @

1 To help protect your computer, Windows Web Security
have detected Trojans and ready to remove them.

| Detected spyware and adware on your computer: Filename:
) Trojan-Downloader.Win32.Small.dge _default.pf A s J‘ —_ “ GA‘ )JM Z\AA\SA
9 Adware.Win32.Winad codm.di - .
¥ Trojan.Qoologic - Key Logger mfc70fra.dll
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l"m Spyware is software, which can gather information from user’s computer adwa re } keyloggerS,

@ throught Internet connection and send them to its creater. Gather
“ information can be passwords, e-mall adresses and all that data, which is
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Denial of Service (Do5) Distributed DoS DNS Poisoning Man-in-the-Mddle
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Vendor software
vulnerability discovered by
vendor.

» Zero-day: 09/14/20xx Day 16 Day 17 Day 18
o Zero-hour: 8:37 am. First patch Second patch Third patch

released. released. released.

Security advisory Patched Vendor
issued by vendor software
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A Bsise Hlas el e ) Suie Uliial Wi 51 13 3 aaleal) Ju g3 - Phishing

e dinse o) a8l Carginie dai o 52 ¢ L& aaledl) o - Spear Phishing
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