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Internet Protocol Version 4 (TCP/IPwd) Properties X R - " = , -
e adbll al psiall bubs Sl JoSgigpdl 13 gliag =
1f thes computer s used on more than one network, enter the aiternate [P i
g uipiidl glgic IP Address o
O Automatic private IP address
f:m T asuill glia Subnet Mask o
Subnet mask: [ 255 .255.255, 0 |
Defout gatemer: [2.%8. 1.1 ] dulgs glgic gmg auwndliadl aulgull Default Gateway o
Preferred DNS serves: (8 .8.8.8] - ars . X = = 4
" w EREREEER dlgsd padimy sidl Router Jdl glgdsc) aduill
N (asunll
Alternate WINS server: L o« o« |
Vet etings,  arge, oo et JJP Address of DNS Server o
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Bit0 Bit 15 Bit 16 Bit 31
Source Port (16) Destination Port (16) 3
Sequence Number (32)
Acknowledgment Number (32) Bstoes
Lomath (4| Reserved (6)] Code Bits(6) Window (16)
Checksum (16) Urgent (16) v
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A file Is sent to a server using
the Trivial File Transfer Protocol
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SMTP/POP
(Email)

Required protocol properties:
« Reliable
= Acknowledges data
« Resends lost data
« Delivers data in sequenced order

TCP/IP e&gn.i Jaill asub Gdqbgigp

£y

IP Telephony Streaming Live Video

Required protocol properties:
- Fast
+ Low overhead
- Does not require acknowledgments
« Does not resend lost data
« Delivers data as it arrives
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Transport

Protocol

Application
Protocol

67/68 uDP DHCP
NetBIOS
137-139| UDP, TCP (NetBT)
161/162 uDP SNMP

CISCO
Transport  Application Po Transport  Application
Protocol Protocol Protocol Protocol
22 TCP SSH
53 TCP, UDP DNS
23 TCP Telnet
80 TCP HTTP
3389| TCP, UDP RDP
443 | TCP, UDP HTTPS
S
Py (SR ’ Transport  Application
Protocol Protocol ‘
Protocol Protocol
25 TCP SMTP
110 TCP POP3 20 TCP FTP
143 TCP IMAP
21 TCP FTP
389 | TCP, UDP LDAP 69 UDP TFTP
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IEEE Standard Maximum Speed Maximum Indoor Frequency Backwards
Range Compatible

802.11a 54 Mbps 115 ft (35 m) 5 GHz -

802.11b 11 Mbps 115 ft (35 m) 2.4 GHz -

802.11g 54 Mbps 125 ft (38 m) 2.4 GHz 802.11b

802.11n 600 Mbps 230 ft (70 m) 2.4 GHz and 5 802.11a/b/g

GHz
802.11ac 1.3 Gbps (1300 115 ft (35 m) 5 GHz 802.11a/n
Mbps)
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MY DEVICES .802.15.1 O

Allan's ArPods Connected @
Bose AE2 SoundLink Connected (D Jpmlous 2.485 2.4 (e &?9:!-"')" sapll glbi o

Bose Color SoundLink Connected @

Charge 2 Connected (D)
JBL Charge 2 Connected (D
PLT Legend Connected (D
dodocool-DAS4 Connected @

OTHER DEVICES |
To pakr an Apple Watch with your Phone, o o the Watch
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all aolall ciljlusll aslgog acliblly Cilcgdsall padimi o
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Web Client

Email Client

Switch

Email Server

Web Server

ealadl/ Juomll jlgal :a4 il ciloss

3lallg Juomll calo =
e3lallg cugll Juos =

33y gl syl Juos =



lllllllll
CISCO

Mobile Worker

DHCP Client

DHCP pals :a4 il ciloss

IP glgic ciloglne DCHP psls jdgs =
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IP ylgic I cisco.com  Jio caldlaill clowni dosyis DNS pals pgdy =

Name Address

www.cisco.com 198.133.219.25

The DNS server matches
the domain name with
numeric address.




llllalllu
CISCO

clalall psls :as il ciloss

auno Jobgigu eladimwl cilalall I Jensll elasll Gilikall psls pous =

=

1. Control Connection:

Client opens first connection to the server for
control traffic.

2. Data Connection:

Client opens second connection for data traffic,

Get Data

(FTP cilalell Jai Jebgigy) cililall J&i JoSgigy
(ool cililall Jai JoSgigu) FTPS

o3l Jubs calale Jii JoSgigu) SFTP
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usll 3)lg0 cugll el jag =

mzodeforwebpage MI Lp-;t“ d-a-i dgﬁgng
.TCP 80 3ai0 (HTTP)

HTTPS) ol HTTP

-

HTTP Response

ﬁ (SSL) el 35Le iubs

TCP idis «(TLS) Jaill asub glol

443

Cidgbgigll aim pladiuwl
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supell o3l (e cililyall aclgd (58 (5ig T804 aayall i i g »
Cilide Jsac Il Jgogll dol go pslally Jsasll Juis o
(ISRl 3l Jlwj 2 paiunall JoS 979l
(SMTP) bl syl Jai Jgbgigp
QAR 31l 313 s o sdiusall Cidgbgigull o
(POP3) syl Cuibo Job9igp

(IMAP) cuijpiiddl alluwy Sl Jeogll JeSgigp
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Send to
reciplem@®cisco.com

ISP A
Mail Server
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