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ABSTRACT: The protection of Command, Control, Communications, Computers, and Intelligence (C4l)
systems during times of both war and peace is a major issue. There are many traditional mechanisms to
provide such protection, but they have many limitations related to inaccuracy and false alarms. In this
paper, we discuss possible types of attacks in the context of C4l systems, including Denial-of-Service
(DoS), Distributed Denial-of-Service (DDoS), Probe, User-to-Root (U2R), and Root-to-Local (R2L)
attacks, and propose a fundamental model to prevent such attacks.
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1. INTRODUCTION

In defense systems, protecting information from the attacks
of hackers is a major challenge. Different methods have
been proposed for this purpose, but history has shown that
they are not fully effective. Hackers are using different
methods to gain access to defense systems, especially to
break communication between different wings of an army or
to spread unreliable information between them. During a
war, such attacks can create many problems for the victim,
and may influence the outcome of the war. To meet this
challenge, intrusion detection systems (IDSes) for critical
information systems are being designed.

In this paper, we discuss some of the most popular types of
attacks on network systems. We also propose some solutions
to the problem of protecting very important network
systems, such as Command, Control, Communications,
Computers, and Intelligence (C41) systems, from these kinds
of attacks.

It is most important that an IDS detect intrusion events in
time and respond to such events immediately. Previously,
most researchers identified and focused on two major
approaches: anomaly detection and signature detection.
Anomaly detection is based on the flagging of abnormal
activities, while signature detection (also known as misuse
detection) is based on the flagging of known intruder
activities [1]. In signature detection, known attack patterns
are represented as a library of attack signatures. It is also
expected that unknown attacks similar to a known attack can
be detected. Such attacks are known as neighboring attacks.
In anomaly detection, any activity that deviates from the
normal behavior is indicated as a foreign attack [2].

The rest of this paper is organized as follows. In Section 2,
we discuss related work. In Section 3, we discuss several
types of possible attacks on C4l systems. In Section 4, we
present our proposed model for the prevention of such
attacks. In Section 5, we present a methodology for the
development of an IDS based on our proposed model. In
Section 6, we describe future work. Finally, we conclude the
paper in Section 7.

2. RELATED WORK

Hussain et al. [3] presented a framework for classifying
Denial-of-Service (DoS) attacks based on header content,
transient ramp-up behavior, and the results of novel analysis
techniques such as spectral analysis. In the same work, they
developed two approaches, one based on initial ramp-up

transients, and the other based on spectral analysis. They
also discussed some techniques useful for the development
of an automated detection and response system.

In other research on DoS attacks, Akhlaghi et al. [4]
suggested a queuing model for the evaluation of DoS attacks
on Voice over IP (VolIP) proxies that is based on the Session
Initiation Protocol (SIP). They mentioned that, with the help
of their model, it is easy to develop algorithms for the
calculation of stationary probability distributions.

Douligeris and Mitrokotsa [5] presented a classification of
Distributed  Denial-of-Service (DDoS) attacks, and
developed a mechanism for defending against such attacks.
They also identified advantages and disadvantages of each
attack and defense category.

Chang [6] described different DDoS attack methods,
presented an evaluation and systematic review of existing
defense systems, and discussed a longer term solution,
dubbed the internet firewall approach, based on the
interception of attack packets in the Internet core before they
reach the victim.

Beghdad [7] has done some interesting work on User-to-
Root (U2R) attacks, focusing on the detection of such
attacks. He formulated the problem of intrusion detection as
a Linear Programming System (LPS) for (i) checking
whether an unknown behavior is similar enough to a known
behavior to be regarded as an attack, and (ii) identifying the
class of attacks to which a detected attack belongs.

Yeung and Chow [8] proposed a novelty detection approach
for the collection and classification of intrusion data. They
suggested building an IDS using normal data through
Parzen-window  estimators  with  Gaussian  kernels.
Experiments showed that the approach can be suitable for
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Figure 1 shows a hacker trying to access a jet’s system.

intrusion detection applications in a continuously changing
network environment.

Lazarevic et al. [9] conducted a comparative analysis of
anomaly detection schemes. They evaluated a DARPA 1998
data set including network connection and real network data.
The results of the evaluation showed that some anomaly
detection schemes appear to be very promising as far as their
ability to detect novel intrusions is concerned.

Tagra et al. [10] studied the Gossamer protocol for the
prevention of DoS attacks by de-synchronization on RFID
systems. They also presented a novel technique that extends
the Gossamer protocol for the prevention of DoS attacks in
general.

Finally, in other important work, Saghar et al. [11]
developed a formal framework that can automatically verify
different wireless routing protocols against DoS attacks.
They applied their framework to the secure ad-hoc routing
protocol ARAN. They tested the framework, and traced why
and how attacks were successful.

3. POSSIBLE ATTACKS ON C4l SYSTEMS

There are many types of possible attacks on network systems
such as C4l systems. As C4l systems are very critical and
contain very sensitive information, it is most important to
protect them from unauthorized access or use. Some
common types of attacks on C4l systems are explained
below.

DoS attacks are the most popular attacks on C4l systems.
We consider three types of DoS attacks. First, in Ping
flooding attacks, hackers send a ping request packet to a
broadcast network address where there are many hosts. The
packet contains the IP address of the computer to be
attacked. As the ping request packet passes through the
network, computers in the network respond with ping replies
to the computer under attack. The computer under attack is
flooded with ping responses, and this interrupts or even
terminates its operation on the network. Second, in Smurf
attacks, a ping request with a spoofed sending address is sent
to a broadcast network address, with the intention of causing
so many ping replies to be sent to the computer under attack
that it is unable to process the replies [12]. Third, in
Teardrop attacks, a normal packet is sent along with a
second packet that has a fragmentation offset claiming to be
inside the first fragment. This may cause the computer under
attack to experience a buffer overflow and possibly crash
[13].

As an example of a DoS attack, DDoS attacks involve a
combination of DoS attacks staged by multiple hosts. As a
DDosS attack has multiple sources, it cannot be prevented
purely by means of filtering a source IP address. Bandwidth
attacks [14, 25] are examples of DDoS attacks. DDoS
attacks are very difficult to prevent. Primarily, this is due to
the number and diversity of the attacking computers, as well
as the variety of methods of attack. Attackers overload the
victim’s computer resources by flooding them with traffic.

It is very important to understand the difference between
DosS attacks and DDoS attacks. If an attack is generated by a
ccess to a computer and its files using either a DoS attack or
a DDoS attack. Figure 3 shows an example of visual
probing.
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single host, then it would be classified as a DoS attack. If an
attacker uses multiple systems simultaneously to launch
Smurf attacks against a remote host, then this kind of attack
would be classified as a DDoS attack. By adding more
machines, an attacker can easily increase the potency of an
attack.

Figure 2 shows an example of a DDoS attack.

Figure 2 Example of a DDoS attack
Probing is another type of possible attack on C4I systems. It
involves discovering the algorithms and parameters of the
system itself. An intruder acquires this knowledge through
interaction with the system itself. For this purpose, the
intruder uses different tools, such as ipsweep, portsweep,
and Nmap. Through probing, an attacker attempts to gather
information about the available machines and services of a
system in order to exploit them [15]. After breaching the
current security mechanisms of the system, the intruder
attempts to discover information about the system and its
running programs. After identifying known or probable
weak points in the system, the intruder tries to gain a

Figure 3 Example of a probing attack
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FTP Server User

Figure 4 Example of a U2R attack

In U2R attacks, intruders first try to obtain simple user
privileges, and then they try to exploit various security flaws
to gain root access [16]. For example, using Loadmodule, an

attacker can easily exploit a flaw in Sun Operating System
4.1, and dynamically load modules to obtain root privileges.
In some Perl implementations, there is a bug that allows any
user to obtain root privileges. When an attacker obtains

Normal User

Figure 5 Example of a R2L attack
administrator access, he or she can easily disseminate
unreliable information between different army wings; this is
very dangerous, especially during a war. The attacker can
even get information about the army’s plans during the war.
Figure 4 shows a normal user of a system trying to obtain
access to the system as an administrator.
Remote-to-Local (R2L) attacks involve unauthorized
access from a remote machine. The intruder uses many tools
and techniques, such as IMAP, FTP write, Warezmaster,
WarezClient, and the guessing of passwords. For example,
the intruder might exploit a bug in the authentication
procedure of an IMAP server that causes a buffer overflow
and allows the intruder to obtain root privileges. The R2L
category of attacks includes the most diverse set of attacks in
terms of attack implementation, execution, and dynamics.
R2L attacks may be distinguished in terms of their
signatures and the hosts against which they are executed
[17]. R2L attacks usually involve FTP servers. Therefore,
they may potentially be used to corrupt or delete information
for army wings.
4. PROPOSED MODEL
As shown in Fig. 6, our proposed model for the prevention
of attacks on C4I systems consists of three parts: Input,
Processing, and Description. The Input part involves the
capturing of communication packets; i.e., it involves the use
of a packet-capture engine. The packet-capture engine may
be developed using WINCAP, JCAP, or JpcapDumper [26].
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The Processing part involves the preprocessing of captured
packets, and the classification of packets as normal or
intrusive. The Processing part may be developed using soft
computing techniques, which are currently hot topics in
intrusion detection. The Description part may be passive or
active. If it is active, it involves the prevention of intrusive
packets or connections. If it is passive, it simply involves the
generation of an alarm.

Input Processing Description
Data - | Attack/
Set Normal

Figure 6 Proposed model for the prevention of attacks on C4l
systems

5. METHODOLOGY
Our methodology for the development of an IDS for C41
systems is divided into several phases; each one is concerned
with precise goals relevant to the accomplishment of the key
objective. These phases are described as follows.
5.1 Selection of dataset for experiments
The capability of the intrusion detection mechanism depends
on the dataset. The more accurate the training data, the better
the performance of the trained system. Hence, the collection
of data for training and testing is of critical importance [18-
21]. Therefore, in this phase, we will discuss different issues
related to obtaining a dataset for our experimental purposes.

-
Collection of Dataset
-
Preprocessing
Diataset
.
-
Determining the
Architecture
e
-
Training the System
M
—
Testing the System
e

Figure 7 Phases of the methodology
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Specifically, we will address the following question: Which
dataset is the best for our purposes, and why?

52 Pre-processing of the dataset

The selected dataset will be processed so that it can be given
as input to the classifier. In this phase, we will apply
techniques such as PCA, k-dimensional scaling, k-means
clustering, self-organizing maps, and Kernel PCA for
transformation, and techniques such as genetic algorithms,
greedy search, back elimination, and memetic algorithms for
the selection of an optimal feature set for our proposed
system [21-24].

53 Classification approach

After the selection of features, the next phase is determining
the classification approach. We use neural networks for
classification due to their proven ability, and both
approaches were applied and tested in different scenarios to
compare their performance [19,21-25].

54 Training the system

The next phase involves training the system. During
training, we have both input patterns and desired outputs
related to each input packet. Further, we divide the dataset
into (i) a cross-validation dataset, (ii) a test dataset, and (iii)
a training dataset, so that we may achieve better
performance of the developed system [22-23]. The aim of
the training is to minimize the error in the output produced
by the system. In order to achieve this goal, weights are
updated by carrying out certain steps known as training.

55 Testing the system

After training, the weights of the system are fixed, and the
performance of the system is evaluated. Testing the system
involves a verification step and a generalization step. In the
verification step, the system is tested against the training
data. The aim of the verification step is to test how well the
trained system has learned the training patterns in the
training dataset. In the generalization step, testing is
conducted with data that was not used in training. The aim
of the generalization step is to measure the generalization
ability of the trained network [1, 20, 21]. After training, only
the feed-forward phase of the computation is executed. For
this purpose, we use a production dataset that has input data
but no desired data.

6. FUTURE WORK

Following the methodology described in the previous
section, we intend to develop an IDS for the protection of
C4l systems against DoS, DDoS, probing, U2R, and R2L
attacks.

7. CONCLUSION

C4l systems are very important for any defense and civil
department, so their protection is very necessary. Damage to
such systems could lead to defeat in war or failure of
mission in peace situations. In this paper, we described
various types of attacks that can cause damage to C4l
systems in both war and peace situations, including DDoS,
DoS, probing, U2R, and R2L attacks. We also proposed a
fundamental model for the prevention of such attacks.
Furthermore, based on this model, we described a
methodology for the development of an IDS for C4l
systems. We will attempt to carry out this methodology in
future work.
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