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Abstract This article discusses whether using warnings generated by the GNU C++
compiler can be used effectively to identify source code files that are likely to be error
prone. We analyze five industrial projects written in C++ and belonging to the
telecommunication domain. We find a significant positive correlation between the number
of compiler warnings and the number of source files changes. We use such correlation to
conclude that compiler warnings may be used as an indicator for the presence of software
defects in source code. The result of this research is useful for finding defect-prone modules
in newer projects, which lack change history.
Keywords Compiler warnings . Revision numbers . Software defect prediction .
Bootstrap . Meta-analysis

1 Introduction
In software development, early detection of defects is of paramount importance. A defect
found later in a software system is more expensive and difficult to fix (Basili et al. 2002).
Maintenance costs decrease if a software system has fewer bugs: Every bug fix implies a
modification of the system and can introduce new bugs, or even a malfunction (Shull et al.
2002). Early detection of a defect-prone class may lead to a redesign of it; thus guide to a
more reliable and clearer design (Williams et al. 2003). Customer satisfaction significantly
grows with quality code (Krishnan 1993). And the final goal of software engineering is to
make the customer happy with the delivered product.
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The GNU C++ compiler produces automatically warning messages during software
compilation. There is no extra effort to collect them. Hence, if we could find a correlation
between the number of compiler warnings of a source file and software defects located in it,
we could use them for predicting defect-prone files already in an early stage of software
development. In this research we study whether such a link exists by analyzing the
correlation between warnings generated by the GNU C++ compiler and the revision
number of corresponding source code files.
Our research strategy is the following. First, we extract from the final release of five
industrial projects written in C++ the warnings generated during compilation. Then, we
count the number of revisions of each file, as they appear analyzing the version control
system used by the company; there is some evidence that the number of modifications
together with the age of a file are related to its number of defects (Graves et al. 2000;
Ostrand et al. 2004)—we assume such relationship in this research as we use the number of
modifications of a file as a proxy for the number of defects (for a discussion of this
hypothesis see Section 3).
Last, we study the presence of a relationship between compiler warnings and revision
numbers using the non-parametric Spearman’s correlation and cumulative plots.
The results obtained by our analysis confirm the assumption that warnings are correlated
with the number of changes (revisions) of files. Therefore, GNU C++ compiler warnings
seem to be useful for helping developers and testers to identify the set of source files that
are likely to contain most defects.
The paper is organized as follows. In Section 2, there is a brief overview of work related
to the problem. In Section 3, we explain our research methodology and the data collection
process. In Section 4, we give a brief description of the statistical analysis we apply. In
Section 5, we present the analysis of the data and in Section 6 the results. Section 7 contains
some threats to validity of our approach and in Section 8 we finally draw some conclusions
of this research.

2 Background
One of the key questions in software engineering is how to develop and discover models
that could predict the presence of defects as early as possible (Fenton and Neil 1999). There
exists an extensive literature dealing with this problem and many models and techniques
have been proposed (Stringfellow and Andrews 2002). Some empirical results are
addressing these issues and making them to a key point in developing quality and cost
models for software projects (Boehm and Basili 2001). These results clearly give high
motivation to determine the files with the highest defect rates as early as possible (Tian
2000). Many different techniques for data collection and analysis have been proposed to
achieve this goal (Hall and Fenton 1997). Most of the proposed techniques advocate the
collection of software size and complexity measures to predict defect-prone files. However,
manual collection of product metrics is a time consuming and often-quiet invasive task
(Johnson and Disney 1998). New ideas have been proposed to collect software engineering
data in an automatic and non invasive way (Johnson et al. 2002; Sillitti et al. 2003), which
could be able to solve some of the problems concerning the data collection part and provide
reliable data for automatic feedback systems. However, such ideas are still preliminary.
In this paper, we study if it is possible to use information easily available to developers
to estimate the presence of faults in source code. Needless to say, compiler warnings are
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easily available—they are generated automatically without even asking for them, and they
can be easily collected and inspected.
The key question we ask is: “are compiler-generated warnings useful in predicting the
presence of defects?”
Despite the wide presence of compiler warnings even in early compilers, as far as we
know there has been very limited investigation to answer our research question. In the
following we give a first answer by providing evidence that warnings generated by the
GNU C++ compiler, hereafter referred to as GCC, could be used to predict the presence of
defects in source code. Details on the compiler can be found at http://gcc.gnu.org). Our
primary goal is not to derive a causal model for the relationship between compiler warnings
and software defects, but to assess whether it is possible to provide developers with a very
simple directive such as: “look for defects in files with a high number of compilergenerated warnings.” Such directive is very simple to state and to follow: it is likely to be
implemented.
Subsequent analysis could then verify if more refined analysis could yield better results,
paying off the extra effort to accomplish them.

3 The Research Methodology and Data Collection
Some research (Graves et al. 2000; Ostrand et al. 2004) has been done analyzing the
relationship between the number of changes of a file and the defects it contains: Results from
such work advocate that the number of modifications together with the age of a file can be
used to predict its defect proneness. In particular, Graves et al. provide evidence that—again
in the telecommunication domain—“deltas”, which are number of changes of files caused by
Initial Modification Requests (IMR) perform similar for predicting defect prone files than a so
called “stable model” based on the assumption that fault generation dynamics remain stable
across modules over time. Moreover, the authors find that adding size measure (lines of code)
does not improve a simple model based on change history.
In this research we use the results obtained by Graves et al. as we assume that files that
have been frequently changed (i.e., with a high revision number in the version control
system) are more defect prone than those with a low revision number. However, due to lack
of data we analyze only two variables, namely number of compiler warnings and revisions
of a file. Without controlling the impact of other variables like size we cannot use the
findings of Graves et al. for deriving a causal model for the relationship between compiler
warnings and software defects; at best we can provide some evidence for an empirical
correlation of the two.
Since it appears that the number of revisions of a file is an indicator for its defect
proneness one could ask why do compiler warnings add any additional information?
Compiler warnings are available already after the first compilation of source code: Therefore, if compiler warnings are correlated with the presence of defects this information can be
used at a much earlier time than the information gathered by a retrospective view on the
evolution of a software system. However, we have to keep in mind that this conclusion is only
valid if we assume that the distribution of faults is stationary over time (Graves et al. 2000).
To summarize, in this paper we analyze the correlation between GCC compiler
warnings, W, and the revision number of C++ source code files, D. Using the latter for
identifying defect prone files we then conclude whether compiler warnings can be used
efficiently for predicting files, which are likely to contain a high number of defects.
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3.1 Research Hypothesis
We frame our study within the following research hypothesis:
The null hypothesis H0 is:
There is no correlation between W and D.
The alternate hypothesis H1 is:
There is a correlation between W and D.
The goal of this research is to determine if it is possible to reject H0.
To this end we set an α value equal to 0.01. Such value is smaller than the common α
value 0.05 used in software engineering (El Eman et al. 2001; Mišić and Tešić 1997; Nesi
and Querci 1998), providing additional confidence in the results.
3.2 Development Environment
The five projects we analyze belong to the telecommunication domain. The software
applications have been developed for embedded systems in the telecommunications and are
written entirely in C++. The development platform was Sun Solaris http://www.sun.com)
and the version control system used for all five projects was CVS http://www.cvshome.
org). The company acts as a main international provider for embedded systems in the
telecommunication sector. The development team varied from three to five people: All of
them are experienced software engineers.
The development process in place at the company was incremental. It prescribed that
after the development of each increment, there was a testing phase. The warnings and the
revision numbers (extracted from the CVS system) have been collected in the files
submitted by developers to testers for unit and integration testing (Fig. 1) after the final
release of the software.
3.3 Data Collection
As stated before the data collected for our analysis come from five C++ projects in the
telecommunication domain. Due to business confidentiality reasons we are not allowed to
reveal the specific features of these projects. We refer to them as project A, B, C, D, and E.
For each project we have the complete list of the source code filenames; and for each file
we know the number of warnings W generated during compilation and its revision number
D. The source code has been compiled with the GNU GCC compiler using the command
line option “-Wall” for enabling all common warning messages. A detailed description of
which type of warnings are reported during compilation using the “-Wall” option can be
found on the GCC home page http://gcc.gnu.org). Repetitions of the same warning

Development

Extraction of warnings
Fig. 1 Software process
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messages referring to different source code lines but within a single compilation of a file are
counted separately. For this analysis we have collected all warning messages reported
during the compilation of the final release of the software. We did not have access to the
version control system in order to collect the warnings after each new version. Thus, we do
not have any knowledge about the time evolution of warnings: For example, we do not
know if certain warnings have been present from the beginning of compilation of a unit or
have been introduced only later in the development when a source file has been modified.
Maybe developers have ignored throughout development some warnings while they
eliminated others by correcting the code. We did not take into account such differences in
this study.
Moreover, in this first approach we give all compiler warnings the same weight. We do
not make any distinction on the different kinds of warnings. Our second variable is the
revision number D of every source file as it appears by analyzing the CVS system again
after the final release of the software. All projects used CVS as version control system;
therefore, revision numbers have been generated in the same way for all projects. In the
change data from one revision to the next the following types of changes are included:
changes due to new or changed requirements and changes due to bug fixes. However, we
are not able to distinguish between different types of changes. Thus, we could not analyze if
specific changes (for example only the ones due to bug fixes) are related to the number of
compiler warnings in a different way than others.
As said before the total number of compiler warnings and versions of all files contained
in a project has been collected only after the final release of the software. Thus, we do not
take into account any history of these data but we could take just one snapshot in time.
Obviously in this way some useful and interesting information could be lost: For example it
is not clear a priori that using the final release as snapshot leads to the same results as if we
would have taken an earlier snapshot in time. We refer this issue to a more detailed, future
analysis. Moreover, we do not have size information of single files; size may be seen as
confounding factor in our analysis as it could account for the correlation we find. We
address this issue in the threats to validity Section.
Table 1 shows a descriptive statistics of the raw data we have collected.The columns
represent the different projects (project A to project E): Row number 2 contains the number
of source code files per project, whereas rows number 4 to 6 contain the minimum,
maximum, and mean value of the number of warnings (W) and the number of revisions (D)
of all files corresponding to one project.
A box-plot (Fig. 1) of the number of warnings and revisions reveals that for almost every
project the data contain a lot of outliers. To limit the influence of outliers we have to use
techniques, which are resilient and robust for computing reliable correlation coefficients.

Table 1 Descriptive statistics for the five projects: W=number of warnings, D=number of revisions
Project

A

B

C

D

E

Number of files

13

26

112

40

80

Minimum
Maximum
Median

W
1
14
3

D
1
8
1

W
1
4
1.5

D
1
21
2

W
1
69
4

D
1
38
3

W
1
18
2.5

D
1
8
2

W
1
400
9

D
1
44
4
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4 Approach in Analyzing the Data
The first step of our statistical analysis involves a careful visual inspection of the empirical
data and calculation of a robust correlation coefficient.It is evident that our samples do not
have a normal distribution. Moreover, the number of data points within each dataset is
limited. Therefore, we cannot apply the Pearson correlation coefficient, which is based on a
linear model (Weber 2003). Instead, we adopt Spearman’s correlation to investigate our
research hypothesis.
For a basic statistical analysis we use Matlab http://www.mathworks.com). For the
computation of the statistical significance of the Spearman’s coefficient for small samples
we apply the Bootstrap method provided by Matlab. By bootstrapping our samples we are
able to compute the population mean and the corresponding 99% confidence interval for the
sample correlation coefficient without assuming any statistical properties needed for
analytical calculations (for example normal distributions).
4.1 Steps of the Analysis
In our analysis we proceed as follows.
(1)

(2)

(3)

(4)

Computation of Spearman’s correlation coefficient: As mentioned before, we use
Spearman’s coefficient to determine the correlation between number of warnings W of
a file and the corresponding number of revisions D. Spearman’s correlation coefficient
is more robust to atypical values and to non-linearity of the underlying relationship
(Siegel and Castellan 1988).
Computation of the confidence interval of Spearman’s correlation coefficient
using Bootstrap: Since our samples are small, for determining the confidence interval
of Spearman’s correlation coefficients we use the Bootstrap method, in particular
Efron’s percentile confidence limit (Bontempi 2003; Efron and Tibshirani 1993). We
set the α-level at 0.01.
Meta-analysis: We use statistical meta-analysis to find a common correlation
coefficient across the different projects and to check whether the different data
samples are homogeneous in respect to Spearman’s correlation coefficient (Hedges
and Olkin 1985).
Development of cumulative function plots: We draw cumulative function plots to
discover to which amount compiler warnings are useful in predicting fault proneness
of source code files.

4.2 Statistical Meta-Analysis and “Weighted Estimators of a Common Correlation”
Statistical meta-analysis is a branch of statistics that studies means to draw common
conclusions from several experiments. Its use is rather limited in software engineering
(Miller 2000). Therefore, in this section we summarize the meta-analytical approach we
follow (Hedges and Olkin 1985). The basic problem we want to address with meta-analysis
is the following.
If we would like to estimate a common correlation coefficient across different projects
(samples) we cannot simply average correlations of samples. Studies have shown that the
correlations of samples are biased estimators for the correlation of the original population.
In addition, the range of a correlation is [−1, 1]. Therefore, the distribution of correlations is

Empir Software Eng (2007) 12:295–310

301

not normal. To address these issues, we employ the meta-analytical technique called
“weighted estimators of a common correlation” (Hedges and Olkin 1985).
The method of the “weighted estimators of a common correlation” is based on the
following assumptions:

&
&

The sample data come all from normally-distributed populations with the same
correlation;
The sample correlations are computed according to Pearson’s definition of
correlation.

To check normality we perform a Kolmogorov–Smirnov test (Siegel and Castellan 1988)
for normality on the five samples: The result indicates that we are not allowed to accept the
hypothesis that they are distributed according to a normal distribution. Therefore, we cannot
compute in a meaningful way the Pearson correlation coefficient. In order to use metaanalysis techniques, which require the Pearson correlation coefficient we have to
approximate it by Spearman’s correlation coefficient using the following formula (Pearson
1907):
rc ¼ 2 sin

p 
rs
6

ð1Þ

rs is the Spearman’s correlation coefficient and rc is the approximated Pearson’s correlation
coefficient.
To compute the “weighted estimators of a common correlation” we follow the steps
described in (Succi et al. 2005).
4.3 Bootstrap Method
We use the Bootstrap method on one hand to determine the confidence interval for the
Spearman’s correlation coefficient and on the other hand to approximate its population
mean. Furthermore, we provide a confidence interval, the so-called Efron’s percentile
confidence limit (Bontempi 2003; Efron and Tibshirani 1993) for the computed population
mean. Our analysis strongly evidences that this interval is located on the positive axis; this
means that the mean of the Spearman’s distribution of the population, out of which our
samples are taken, is greater than zero. We use this result to reject the null hypothesis.
4.4 Use of Cumulative Function Plots
Cumulative function plots are a simple and yet powerful instrument to visualize any
distribution of data; in our case we use them to report the distribution of revision numbers
of source files across a software project. They have been extensively used in Medicine for
analyzing frequency patterns of medical treatments (Rønning and Guldvog 1998) or for
example in Brain Research (Southard et al. 2000).
Using cumulative plots gives as an immediate understanding whether the files
containing most warnings are also the ones that have been changed most often during
development. The idea of cumulative plots is the following:
We sort all files belonging to a project by their corresponding number of warnings: File k
precedes file l, if the number of warnings W in file k is larger than in file l. V stands for the
sum of the revision numbers of all files in a project. Let z be the smallest integer such that
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the sum of the number of revisions D from file 1 to file z is larger than 0.5*V (i.e., z is the
number of files in a project that contain at least half of the sum of all revision numbers in it):
z is such that

z
X
k¼1

Dk Q 0:5V

ð2Þ

Let n be the total number of files per project. Then E=z/n×100% is a good indicator for
the efficiency of predicting files with high revision numbers using compiler warnings. The
smaller z and closer E is to 0 the more restricted is the set of files with frequent changes
(high revision numbers). The goal of this research is to show that compiler warnings are
useful to identify such set.

5 Analysis of the Data
Box plots of our data samples (Fig. 1) reveal that there are outliers both for the independent
variable number of warnings W and the dependent variable number of revisions D. The
samples we use are small; therefore, we do not exclude any outliers from correlation
analysis apart from one item in project E which has a value of W=400. Its distance from the
median of the sample is four times larger than the distance of all other points, and it is likely
that it is an erroneous value that has been introduced during data collection. However, since
we use robust correlation techniques the influence of outliers on the estimation of the
correlation coefficients is limited.
5.1 Analysis of the Correlations
Table 2 presents a summary of the calculation of Spearman’s correlation coefficient.
The first row contains Spearman’s correlation coefficients we obtain by computing them
directly on our data samples. The second row shows the approximated population mean of
the Spearman’s correlation distribution for each project. We compute this approximated
population mean by using the Bootstrap method with 1,000 resampling (Efron and
Tibshirani 1993). The third row indicates the 99% confidence interval for these
approximated population means. All Spearman’s correlations are statistically significant at
the 0.01 level.
Table 2 Spearman’s correlation coefficients and Efron’s confidence interval
Index\Project

A

B

C

D

E

Spearman’s correlation
coefficient
Approximated population
mean of Spearman’s
correlation coefficient
Efron’s 99% confidence
interval for the population
mean of Spearman’s
correlation coefficient

0.534

0.337

0.308

0.218

0.310

0.514

0.331

0.307

0.215

0.309

[0.497 0.528]

[0.316 0.347]

[0.300 0.314]

[0.201 0.227] [0.299 0.318]

Bootstrap sample: re-sampling number N=1,000; for the confidence interval estimation we used k=1,000
Bootstrap samples
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Altogether, we can reject the null hypothesis for each project individually, and state that
within each project there is a statistically significant correlation between GCC warnings and
revision numbers of files. However, the correlation is not high, and there is for sure no
simple linear model for predicting the presence of defects using compiler warnings with
such low correlation.
5.2 Generalization of the Results
We apply the meta-analytical approach of the “weighted estimator of a common
correlation” to determine if we can generalize the results by computing an average
correlation coefficient between compiler warnings and revision numbers for all projects
under scrutiny. The meta-analytical Spearman’s correlation coefficient across all five
projects is 0.308. Such correlation is statistically significant at the 0.01 level, as the
99% confidence interval is given by [0.163, 0.418]. The homogeneity test for our data
samples gives a value of Q=1.236 which is smaller than Q0.01 =13.277. This confirms
that the different samples are homogeneous from a meta-analytical perspective.
Altogether, we can reject the null hypothesis by combining all five projects in a
meta-analytical way at a 99% confidence level. Results from meta-analysis allow us to
state that GCC warnings and revision numbers of files are correlated in a
comprehensive, project independent way in the problem domain and for the
development process under scrutiny.

Fig. 2 Box plot of the number of warnings and revisions for the five projects
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Table 3 Efficiency of using compiler warnings for predicting frequently changed, and thus defect-prone
source files
Projects

A

B

C

D

E

Ideal
E

31%
31%

15%
35%

14%
29%

30%
40%

11%
33%

5.3 Analysis of the Cumulative Plots
Figure 2 shows three different cumulative plots for each project: The dashed line is derived
using the assumption that every file in the project contains the same revision number. We
use it as a benchmark. The solid line is the ideal curve we get by ordering all files of a
project according to their revision numbers. The order is descending: Thirst come the files
with the highest revision number. The dotted line finally is the one we obtain by using the
number of compiler warnings of files instead of their revision numbers for arranging them.
In project C for example the first 29 files account for 50% of the total number of revisions
of all files in that project.
From Fig. 2 it is evident that compiler warnings are useful for predicting frequently
changed files. The dotted line gives always a better estimation for predicting files with a
high revision number than the dashed one, obtained by assuming that within one project all
files have the same revision number. But, the plot also shows that we are not that close to
the ideal curve: GCC warnings are a first indicator for frequently changed and thus error
prone source files, but they lack some efficiency in their predictive power.
These results are confirmed by a straightforward calculation of the efficiency E defined in
Section 4.4. Table 3 contains the results of such calculation. The first row of Table 3 shows
the percentage of files we need to look at to catch half of the sum of all revision numbers
contained in a project. The distribution reflects fairly well—as we should expect—the
Pareto principle of distribution of faults and failures (Ohlsson and Fenton 2000): A small
number of source files contain most of the faults discovered during development and
system testing.
The second row of Table 3 shows the same kind of indexes, but instead of revision
numbers we use the number of compiler warnings for the computation of E. It emphasizes
that following this strategy for identifying frequently changed, and thus error-prone source
files, is much more efficient than ignoring compiler warnings and picking files randomly.
Table 4 Percentage of files needed to locate revision numbers in the ideal case and using GCC warnings
Project A

Project B

Project C

Project D

Project E

X% of V

Ideal

GCC

Ideal

GCC

Ideal

GCC

Ideal

GCC

Ideal

GCC

10%
20%
30%
40%
50%
60%
70%
80%
90%

8%
8%
8%
15%
31%
39%
46%
69%
85%

8%
8%
8%
15%
31%
46%
54%
69%
85%

4%
4%
8%
12%
15%
23%
31%
46%
65%

12%
15%
15%
23%
35%
39%
54%
62%
89%

2%
4%
5%
9%
14%
20%
28%
41%
61%

8%
14%
19%
22%
29%
40%
55%
64%
83%

3%
8%
15%
23%
30%
38%
53%
70%
85%

10%
13%
23%
33%
40%
53%
65%
75%
88%

1%
4%
5%
9%
11%
16%
24%
35%
58%

4%
5%
10%
20%
33%
44%
61%
76%
86%
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Fig. 3 Cumulative plots of the number of revisions per project

Table 4 is a numerical representation of the plots in Fig. 2. It shows the percentages of
files per project that are needed to locate files that contain a given percentage of
revision numbers (V stands for the sum of the revision numbers of all files in a project). For
each project we have both the ideal (lowest possible) number and the number obtained by
using GCC warnings. Even though the percentages obtained by GCC warnings are not
always very close to the ideal ones, they are a good first indicator for finding the files that
contain about half of the revision numbers (and presumably also have of the defects) in a
project. Fig. 3.

Table 5 Summary of the results
Average

99% confidence interval

Cross correlation coefficient between W and D (α=0.01)

0.308

Percentage of files in a project which contain
half of the revision numbers
Percentage of files in a project which contain
half of the revision numbers predicted using
compiler warnings

20%

[0.163. 0.418]
Lower bound
11%

Upper bound
31%

34%

29%

40%
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6 Discussion of the Results
Table 5 summarizes the results of our study. It is evident that GCC warnings are correlated
with revision numbers of files; thus, assuming that frequently changed files will show a
higher fault incidence, for the projects under scrutiny compiler warnings are useful for early
identification of defect prone source files. The main finding of this research is:

&

GCC warnings are correlated in a project-independent way with revision numbers
of source files. This implies that, given the relationship between number of changes
and defects, if developers identify source files with a high number of compiler
warnings then these files are more likely to contain defects.

A more indirect finding, which holds only if defect proneness of source files is
correlated with version numbers, is the following:

&

GCC warnings are useful to locate source files with a high presence of defects.
This knowledge can be very useful during testing and maintenance, as GCC
warnings provide testers the information which source files of a project should be
tested first and more extensively. Several studies showed that these files would
show fewest defects during operation and therefore reduce significantly maintenance effort and costs (Ohlsson and Fenton 2000).

Even after a software system is in operation it is very important to know a priori which part
of the code could possibly cause failures, and should be inspected extensively. Compiler
warnings give to the developers a clue where in the software system to inspect the code and
possibly eliminate software defects which have not yet appeared as failures to the user.
We have to be well aware that (a) our data come from the telecommunication domain
and that (b) warnings are generated by the GCC compiler. In principle, we cannot
generalize our results to a different domain and to non-GCC compilers. This has to be
addressed by subsequent analyses.
It is true, though, that most application domains dealing with embedded systems, like the
telecommunication domain, pose similar issues to developers; it is our conjecture that
similar results are likely to be obtained in other projects dealing with embedded systems
and developed in C++.
7 Threats to Validity
In this research there are several threats to validity that have to be addressed. First of all, we
base our analysis on the assumption that the revision number of a file is a good predictor for
its number of defects: Prior research (Graves et al. 2000; Ostrand et al. 2004) supports this
assumption. In particular, Graves et al. come the conclusion that the number of changes of a
file is at least as good for defect prediction than size measures (lines of code or complexity)
or a so called “stable model”, which is based on and extrapolates historic defect data. Since
the experimental settings of the work of Graves et al. show some similarities
(telecommunication domain, C language, changes of a file are due to bug fixes and
addition of features) with the context of this study it seems reasonable to transfer their
findings to this work. However, we are well aware that in doing so we could be misled and
arrive at wrong conclusions. Only by repeating this experiment and using the real number
of defects as dependent variable we can gain further confidence in our results.
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Another threat to validity is that we are not able to control the influence of other
variables, in particular size, on our results. One may object that size plays an important role
in our analysis, since larger files probably produce more compiler warnings and are
subjected to more changes. Therefore, we should consider a kind of warning density metric
for correlation with revision numbers. Moreover, it could happen that compiler warnings
are correlated with size, and size itself is correlated with revision numbers. In this case the
correlation of warnings with revision numbers would be merely artificial and only due to
their common correlation with size. Since we do not have access to size data we are not
able to address these issues using statistics and by controlling or blocking the variables of
interest. However, in this research we do not aim at deriving a causal model for the
underlying relationship between compiler warnings and software defects. We simply want
to analyze whether practitioners can use compiler warnings for identifying defect prone
files. Such information is still useful from a practical point of view, regardless of the true
relationship between the variables. However, since we do not know the cause of the
relationship, there may be other metrics, which are more efficient and as easy to collect as
compiler warnings. For sure we have to address these issues, in particular the use of a
warning density metric instead of the total number of warnings in a future experiment.
Then, we plan also to collect the number of warnings after each version in a stepwise
manner in order to see whether new warnings have been introduced due to the changes in
the previous version and how they correlate with the number of previous changes. This
would allow us to understand how such correlation evolves over time, for example if it is
stable (as we assume this in this work). We plan also to analyze in depth the relationship
between specific changes made to a source file and different kinds of warnings introduced
or removed by such changes.
Another threat to external validity is that we do not have detailed knowledge about the
skills of the developers involved in the projects: They correspond in general to a university
degree in computer science and some years of experience in developing embedded systems.
Differences in developers’ background and experience are a factor we do not control within
this case study and thus limit its generalizability.
Finally, it remains to be investigated which kind of defects compiler warnings account
for. In particular, for developers it would be very interesting to know whether for example
compiler warnings are merely a symptom of complex, sloppy written, and bad structured
code or if they indicate most of the time code issues that are likely to develop into actual
defects.

8 Conclusions and Future Work
Detecting early the most defect prone files of a software project is critical for
reducing the cost of non-quality in software development. In this paper we show that
in five C++ projects there is a significant correlation between GCC warnings and the
revision number of files, which we use as an indicator for software defects. Moreover,
such correlation can be generalized with meta-analysis across all projects still
maintaining its significance.
Using cumulative graphs based on compiler warnings we are able to localize early—
beginning with the first compilation of source code—defect prone source files in a project.
Such cumulative plots are useful and intuitive instruments for the developer and tester to
get an early and immediate impression where in the code base to look for files to inspect
and test extensively.
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Collection of compiler warnings costs almost no effort and time. Therefore, they can be
used effectively as a first indicator of which part of the code to inspect and test extensively.
This can save both time and effort, for rewriting and redesigning code during development
and most of all for delivering reliable, high quality code.
To summarize our results, in the target application domain it appears to be effective to
give a very simple directive to software developers “Try to avoid compiler warnings!” and
to software testers “Test first files with a high number of compiler warnings!”
This may save you a lot of time for debugging and help you in developing more
reliable code.
As mentioned several times the results obtained in our study are valid only in the
specific context of the application domain and for the GCC compiler. Further studies are
needed to see whether extensions to different domains and compilers lead to similar
conclusions.
For simplicity in this analysis we have only considered the warnings as a whole. We have
not made any distinction on the different kinds of warning messages. A subsequent analysis
could verify if a more refined analysis, which takes into account the different kinds of compiler
warnings could yield better results, paying off the extra effort to accomplish them.
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