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Abstract. This paper presents a new experimental methodology that operates on a series of programs
structural parameters. We calculated some simple metrics on these parameters and then we applied linear
programming techniques on them. It was therefore possible to deﬁne a model that can predict the risk level
of a program, namely how prone it is to containing faults.
The new system represents the software ﬁles as points on an n-dimensional space (every dimension is one
of the structural attributes for each ﬁle). Starting from this model the problem to ﬁnd out the more
dangerous ﬁles is brought back to the problem to separate two sets in <n . A solution to this linear
programming problem was achieved by using the MSM-T method (multisurface method tree), a greedy
algorithm, which iterative divides the space in polyhedral regions till it reaches an empty set. The
classiﬁcation procedure is divided in two steps: the learning phase, which is used to tune the model on the
speciﬁed environment and the effective selection. It is, therefore, possible to divide the n-dimensional space
and ﬁnd out the risk-regions of the space, which represent the dangerous ﬁles.
All the process was tested in an industrial application, to validate the soundness of the methodology
experimentally. A comparison between linear programming and other risk deﬁnition techniques was
provided.
Keywords: Predictive metric, linear programming, risk evaluation.

1. Introduction
Reliability is one of the most important aspects of software systems of any kind. The
size and complexity of software has grown dramatically during the last decades and
especially during the last few years. When the requirements for and dependencies of
computers increase, chances of crises from failures also increase. The impact of these
failures ranges from inconvenience to economic damages to loss of lives—therefore it
is clear that software reliability is becoming a major concern for software engineers
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and computer scientists (Bush, 1994; Fenton, 1997; IEEE, 1992; Konrand, 1992;
Roche, 1994).
Software development is a complex process in which software faults are inserted
into the code during the development process or during maintenance. The literature
on this subject shows that the pattern of faults insertion phenomena is related to
measurable attributes of the software objects (Coleman, 1994; Kokol, 1999;
Montanari, 1994; Paulish, 1994; Pighin, 1997).
During the last 20 years, hundreds of metrics have been proposed for software
assessment. The measurements carried out during initial phases of a development
cycle can be used for purposes that are not speciﬁcally related to assessment. This
kind of measurements are known as predictive metrics, a term that indicates a
predictive element that can be used as an example of the dangerous programs
prediction identiﬁed by the number of faults remaining in software (Fioravanti,
2001; Grady, 1993; Munson, 1992; Pighin, 1998, 1999; Thomson, 1994).
Due to the large number of predicting software metrics and various attributes
produced by them, it is very difﬁcult for a practicing software engineer, while
assessing or predicting the reliability of a software system/program, to answer some
of the following questions:
. Will proposed metric/attributes predict the reliability accurately?
. What will the maximal accuracy of the prediction be?
. Does proposed metric best ﬁt my environment?
. Is the metric easy to use and to understand?
In this paper we will present a new methodology that applies linear programming
techniques to elementary counting of structural parameters, to deﬁne a model which
can predict the risk level of a program, namely how prone it is to containing faults.
Usually, risk reﬂects not only the number of faults encountered but also the
consequences of those faults (crash of the system, failures of different severity, etc.).
In our environment, we associate the risk only to the number of faults remaining in
software in order to simplify the predicting model.
Finally we present the results of this methodology in a particular industrial
software environment.
In this paper the terms program and ﬁle are used as synonymous.

2. The Predictive Methodology
2.1. The Rationale
The basic idea is to compare the number of faults detected in a code to certain
critical values found in the same code for some of the measured parameters. We
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aimed at linking the degree of reliability of a program to its particular structural
features. In general, the target of the methodology is to identify, in a speciﬁed
environment, parameters that explain the presence of faults in many programs,
considering the values measured for them. The identiﬁcation of these parameters,
and of ﬁles that have a high risk to contain faults, can be used to pre-process these
ﬁles during the releasing and testing session.

2.2. The Deﬁnition of the Set of Attributes
The starting point of our analysis was the deﬁnition and measurement of a set of
attributes connected to the structure of software products after the code phase. Such
parameters may be, for example, the total number of lines of code and of lines of
comment, the occurrence of various types of instruction, the operators and the types
of data used, etc.
The choice of parameters depends on the application, and on a whole range of
characteristics relating to the programming environment, such as the language used,
the available tools, the rules governing software development and internal testing,
the types of problems faced, etc. In any case, only aspects related to the structural
and lexicon-syntactic features of the adopted programming language were
considered, not those connected to the semantic content.
Then, for each program we need to consider the fault signals since the
measurement started. These values are necessary to tune the engine for the following
measurements correctly.
First, we considered whether the chosen set of parameters would be sufﬁciently
large to identify the structure of a program. In our methodology, we started with a
very large set of structural parameters. These parameters were usually affected by the
persistence of multicollinearity (for example, lines of code, lines of comment and
total lines). It was necessary to reduce the total number to a smaller set of
independent parameters. This was achieved by statistical procedures eliminating
parameters that were heavily dependent on other parameters, or that were
completely irrelevant in the context (for example the goto statement was used only
twice in the studied environment). With this method it is possible to deﬁne a subset
of structural parameters which the statistical analysis identiﬁed as being reasonably
free from multicollinearity, plus the dependent variable, the number of faults
(Munson, 1992; Pighin, 1997).
In order to apply the proposed linear programming methodology correctly, it is
necessary to further reduce the number of parameters to an optimal subset that still
represents the real structure of the ﬁles. This can be reached by applying a feature
selection procedure (see forward for details), which reduces and optimizes this ﬁrst
attribute set, and on which the mathematical method can efﬁciently build a model
representing the structure of code related to the faults found on ﬁles.
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2.3. The Theoretic Model
At this point we consider the problem of deﬁning the predicting system, which,
starting from the measurements of selected parameters, is able to discriminate
between programs containing faults and programs that are substantially correct.
We are interested in the implementation of a procedure that can divide the input
ﬁle set in two distinct groups. The ﬁrst one represents the class of ﬁles with a number
of faults less or equal to a deﬁned threshold (FT, fault threshold) (C1 subset). The
second represents the class of ﬁles with more faults (C2 subset). We accept that the
procedure does not deﬁne the classiﬁcation of a small subset of ﬁles that has a high
degree of structural uncertainty. Files whose representation is close to the class
borders are not taken in consideration, because their classiﬁcation is uncertain.
The proposed measure of the software reliability represents each code ﬁle with an
n-dimensional point, based on the n attributes (the structural parameters) measured
on the ﬁle.
The problem of discriminating between ﬁles of class C1 and of class C2 can be
brought back to the problem of separating two disjoint sets in <n (i.e., the set of
tuples of n values of parameters related to ﬁles in class C1 and the set of tuples of n
values of parameters related to ﬁles in class C2).
If A and B are two disjoint sets on the n-dimensional real space, containing
respectively m and k vectors, the two sets are separable provided there exists a plane
deﬁned by the equation w ? x ¼ y, called separation plane, which determines two
hemi-spaces
H ¼ fx [ <n jw ? x  yg
Hþ ¼ fx [ <n jw ? x > yg
and
A [ H B [ Hþ ðor viceversaÞ
Denote A [ <m6n and B [ <k6n to be the matrices containing vectors in sets A and
B, the separability of the two sets implies the inequality
min Ai v > max Bj v for some v [ <n

1im

ð1Þ

1 jk

where Ai indicates the ith row of matrix A.
The condition (1) is equivalent to the following:
Aw

e ? y þ e;

B w  e0 ? y  e0

ð2Þ

for some w [ <n ; y [ < with e [ <m and e0 [ <k of unitary elements.
The rule ð2Þ ) ð1Þ is clear, while the opposite can be demonstrate by ﬁxing
e ¼ min Ai v  max Bj v > 0;
1im

1 jk

w¼

2?v
e

and y ¼ min

1im

Ai v
Bj v
þ max
1 jk e
e
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If the convex envelopes of the sets A and B are disjoint, the sets are separable and
it is possible to determine w [ <n and y [ < which satisfy the inequality (2).
If they are not disjointed, it is possible to satisfy only a weaker version of
condition (2):
A wþy

e ? y þ e;

B w  z  e0 ? y  e0

k
for some w [ <n ; y [ <; y [ <m
þ ; z [ <þ

ð3Þ

Therefore, it is possible to determine a plane that approximately satisﬁes the
condition (2), minimizing the mean of their violations, solving the following linear
programming problem (4):
min

w;y;y;z

eT ? y e0T ? z
þ
k
m

A?w þ y

e?y þ e

B ? w  z  e0 ? y  e0
y; z

0

ð4Þ

The solution to this problem gives:
. A separation plane for sets A and B, if they are separable: the optimum value is
zero which is obtained by relating the violation y ¼ 0 and z ¼ 0; in this case it is
not possible to obtain w ¼ 0, because both conditions 1 y and y 1 will be
true.
. An optimal plane which approximately divide the A and B sets, if they are not
separable: it is possible to demonstrate that the solution of the problem above is
always a plane w ? x ¼ y with w=0 (Ben-Bassat, 1992).
The number of variables of the linear programming problem is n þ m þ k þ 1, while
the number of constraints is 2  ðm þ kÞ.

2.4. The MSM-T Method
The solution to the linear programming problem was obtained by using multi surface
method-tree (Ben-Bassat, 1992). MSM-T is a greedy algorithm, which, having two
sets of disjoint points of <n as input, iteratively divides the n-dimensional space in
polyhedral regions, each containing the points of one set only, or it is empty (or
contains elements from both sets but the total number of elements is less than a ﬁxed
value). The procedure implies that there is a ﬁrst (learning) phase in which the system
is tuned to known data and the following (matching) phase in which the system can
produce real measurements (Mangasarian, 1992). The theoretical accuracy of the
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whole systems is 100%: in the worst case a polyhedral region is deﬁned for each point
of the learning set (Mangasarian, 1994).
This methodology was early applied to other ﬁelds. For instance in cancer
diagnosis, a similar model was built and learnt and is now running for the risk of
breast cancer prediction (Mangasarian, 1994).
The core of the methodology is the generation of a sequence of planes solving
linear problem (4) with particular values: initially the problem is applied to A and B
sets, then to the subsets of a polyhedral region determined by the intersection of
complementary subsets deﬁned by planes previously generated. More precisely:
. a plane is generated by dividing A and B sets, deﬁning two couples of subsets: the
couple of A and B subset in the upper hemi-space and the couple in the lower
hemi-space;
. the procedure is applied iteratively creating a plane which divides each non-void
couple;
. the procedure stops when all the couples are void or after a ﬁxed number of
iterations.
The following example is the result of application of MSM-T Method dividing two
sets in <2 that are not linearly separable: in each polyhedral region there are elements
of one set only.
The decision regarding the maximum number of iterations of the MSM-T method
during the learning phase is equivalent to deﬁning the generalization capacity of the
system. A too high number of planes causes an over-training, specializing the system
on the learning data instead of only on the structure that they represent. A too low

Figure 1. MSM-T method dividing two sets in <2 .
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number of iterations causes an under-trained system, which cannot evaluate the
detail of the structure of the training set. In the matching phase there are no
iterations: the planes deﬁned in the learning phase are used to discriminate the two
classes.

2.5. The Feature Selection Procedure
The classiﬁcation methodology needs the application of a feature selection procedure
(Langley, 1994), to the parameters deﬁnition. This procedure is used with the
following targets:
. the reduction of the dimension of data used by the classiﬁcation algorithm;
. the reduction of execution time, both in learning and in recognition phase;
. the increment of the precision of the classiﬁcation algorithm, due to the
elimination of irrelevant data.
By given n attributes, the basic idea of the selection techniques consists of
searching for an optimal (with respect to a deﬁned evaluation function) subset
among 2n subsets. An exhaustive search is usually too expensive, so empirical
selection criteria are used. The feature selection activity is divided in three phases:
. deﬁnition of next subset to be examined;
. evaluation of the subset according to a predeﬁned evaluation function;
. checking for exit-criteria, to avoid exhaustive search.
We can imagine a generic selection criteria as a function F: <n ? <p which
transforms the input n-space to a p-space.

3. The Experiment
3.1. The Target of the Experiment
We deﬁned an experiment to assess if the proposed methodology was able to
discriminate between programs containing faults and programs that were
substantially correct.
The validation is effectively obtained by submitting a new set, not analyzed in the
training phase but of known results, to the classiﬁcation procedure, and matching
the real results with the ones predicted by the model. The effective validity of the
prediction system depends on the adequacy with which the partition of <n obtained
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with the model represents the C1 and C2 classes, as deﬁned at the beginning of
Section 2.3.

3.2. The Methodology of the Experiment
The experiment is divided in two phases:
. In the ﬁrst (learning) phase, the system is fed with a random subset of the real set
of ﬁles (training sample), to build the abstract model of the two classes of ﬁles.
. In the second (recognition) phase, we apply the remaining subset (testing sample)
to the system, measuring the correctness of classiﬁcation.
To augment the precision of the classiﬁed set, it is admitted a tolerance r that
permits to avoid evaluation of points too close to the separation planes. If we call xi
the tuple of p values associated to a ﬁle fj of the testing set, the classiﬁcation criteria is
deﬁned by the following rules:
. if w ? xj  y  r the ﬁle fj is classiﬁed in the set associated to hemi-space H  ;
. if w ? xj > y þ r the ﬁle fj is classiﬁed in the set associated to hemi-space Hþ;
. elsewhere fj is not classiﬁed.
The classiﬁcation procedure has to be able to identify those ﬁles whose
characteristics would suggest a high degree of risk. In this regard, the predictive
decision-making procedure might make mistakes in two distinct ways: by making a
so-called Type I error, whereby a program is presumed to contain a number of faults
exceeding the threshold, when opposite is true; or by making a Type II error, in
which a program is believed to contain the number of faults not exceeding the
threshold, when the threshold is exceeded. We evaluate the percentage of total of
errors on the test set: the accuracy of the prediction is the difference of this value to
100% (often called classiﬁcation correctness, Fioravanti, 2001).

3.3. The Working Environment
The working environment chosen for the experiment was a software house that
employs about twenty programmers, who produce management software, written in
C, on Informix Relational Database, in the Unix Operating System.
The analysis was done on a particular management application, constituted of 372
ﬁles amounting to a total of more than 300,000 lines of code. Moreover, for each
program, we considered the fault signals up to the moment when measurement
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started. By faults we mean all the malfunctions encountered during the internal test
phase and after the release of the software.
These programs had been produced over a period of seven years and for each of
them, the following data relating to fault calls and corrections were available:
. the date the ﬁle was created;
. the date of the last modiﬁcation to the code;
. the number of faults found up to the time of the analysis.

3.4. The Operative Steps of the Experiment
We started our analysis with a large set of structural parameters (about 220). The
ﬁrst measurement was done automatically on the entire set of programs by a parser,
which counted the occurrences of various structural parameters. Some values were
slightly elaborated (for instance, a parameter is the ‘‘mean number of parameters in
function calls in a ﬁle’’).
The second step of the method was the deﬁnition of the training and testing sets.
We selected 200 ﬁles (about 54% of total) as a training set at random, while the
remaining 172 ﬁles were used as the testing set.
We applied two methods of reduction, both operating on the training set.
The ﬁrst reduction was done by eliminating parameters which were not relevant
(with less than three instances in all programs, like, for instance, goto parameter) or
which were strongly correlated to other parameters (for example number of words
and number of lines in programs). The threshold of correlation was 0.90 and the ﬁrst
variable was left in the model. This ﬁrst step brought to a subset of 149 parameters
(for instance, number of lines of code, number of operators, number of function
calls, number of preprocessing instructions, etc.). This ﬁrst reduction method is very
general and can be used on every set of data.
The second was a reduction by a feature selection. The main reason for this
reduction is the utility to operate with a smaller set of variables while solving the linear
programming problem. The exhaustive evaluation of the optimal subset for analysis
will require 2149 %7:14 ? 1044 steps, which is not realistic. We adopted a feature
selection heuristic method to ﬁnd out a more manageable subset of parameters.
We analyzed several procedures. The best results were obtained with two
methodologies: using a sequential forward selection based on the Kendall correlation
between the values of risk-parameters in the ﬁles of the training set and using the
number of faults found in the same ﬁles.
In the ﬁrst method we started our analysis with an empty set of parameters and a
correlation index of  1. At each step we inserted the parameter that guarantees the
maximum increment of the correlation between two series of values in the list of
active attributes. The ﬁrst series of values were obtained as a particular ‘‘risk
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function’’ (see Section 5.1.4) of the active parameters in each ﬁle and the second
series of values were formed with the number of signaled faults in the same ﬁle. The
exit-criterion was obtained when entering new parameters we had no increment of
the correlation. The ﬁnal accuracy result with this feature selection is slightly worse
(about 1–1.5%) than that with the following selection.
In the second method (that was chosen), we calculated for each parameter the
value of Kendall correlation between two series of values, the ﬁrst obtained with the
value of each parameter in each ﬁle and the second with number of signaled faults in
the same ﬁle. We selected all the parameters whose value of correlation was over the
80% of the maximum value of correlation. The procedure stops when all the
parameters are analyzed.
In the other methods, we selected the parameters with different procedures:
different intervals of values obtained with the above mentioned ‘‘risk function’’,
different intervals of correlations of values of each parameters and errors,
preliminary semantic division of parameters and then selection in each group of
higher values of ‘‘risk function’’ or higher correlation with errors.
The selected parameters are inﬂuenced by the random deﬁnition of training set, so
we decided to repeat the training set selection 150 times with 150 different random
selections from the entire set. In the deﬁnition of ﬁnal subset of the parameters we
considered all the parameters which appeared in the each selection.
In the second method above described, with this procedure we limited the analysis
to 29 structural parameters which determine the structure of the classes in this
particular environment. They can be grouped in the following principal classes (in
parenthesis an example of the class):
1. Comments (number of lines of comments).
2. Lines of code (number of lines of code).
3. Control structures (number of control instructions).
4. Preprocessing instructions (number of inclusions).
5. Function calls (mean number of parameters in function calls in a ﬁle).
6. Variable/constant deﬁnitions (number of array declaration).
At this step we had a subset of parameters, but not a predictor itself. We analyzed
this subset with elementary statistics, with low level accuracy results: the core of the
prediction is the linear programming model.
We chose ﬁve faults as value of FT (Fault threshold). This choice is due to the fact
that the mean fault number of the whole starting set is 5.35 and that this value was used
in other experiments with other methodologies which are compared with this experiment (see Section 5). With other values near to this, the results obtained with linear
programming method are very similar: this choice is not essential to ﬁnal accuracy.
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We started the learning phase. The standard engine used to run the MSM-T
algorithm was CPLEX (version 3 running in UNIX environment). CPLEX is one of
the most used MILP (mixed integer linear programming) Solver (Cplex_1, Cplex_2).
The number of iterations of the algorithm was calculated by trying out different
situations. The problem of over-training appeared with three or more iterations: the
results were very good on the training set (an accuracy over 98% with 10 iterations),
but worse on test set. This tuning of the number of iterations was carried out during
a previous section of experimentation, with a different random selection of training
and testing sets.
The engine worked with 230 variables and 400 constraints.
At the end of the learning phase, we validated the model with the test set. We
repeated this validation procedure with three different conﬁgurations to reach a
classiﬁcation respectively of 100%, about 90% ðr ¼ 0:34Þ and about 80% ðr ¼ 0:85Þ
of the test sample: in the last two steps we avoided deﬁning the classiﬁcation of
elements near the planes of division of the polyhedral regions.
We repeated the analysis for each of the 150 learning and test sets, and for each of
the three conﬁgurations we calculated the medium and standard deviation values.
The results obtained are illustrated in Table 1.
We repeated the analysis and calculated the total accuracy results with MSM-T
methodology also with the other different selection criteria that brought to different
types and numbers of parameters selected. The mean values of the total errors
obtained with the various selection methods differ by 4–6 percent from the ﬁnal
results of total errors of Table 1 (the mean percentage of total error in the worst case,
with 100% of ﬁles classiﬁed was about 22%). At last we calculated the ﬁnal accuracy
results with MSM-T methodology without feature selection. The percentages of total
errors were almost double that of the ﬁnal results of total errors of Table 1. We can
conclude that the results are affected by the method of selection used, as described in
Section 2.5, but the general validity of the partitioning depends substantially on the
linear programming method used which can works with lower accuracy also without
any feature selection.
Table 1. Results of the experiment.
Files classiﬁed (%)

Type I err (%)

Type II err (%)

Total err (%)

Mean

Std

Mean

Std

Mean

Std

Mean

Std

100.00
90.23
80.18

0.00
2.41
4.03

32.59
28.52
25.32

5.71
6.16
6.53

8.42
6.45
4.87

2.37
2.21
2.26

16.03
13.08
10.92

2.52
2.65
2.85

Accuracy (%)

83.97
86.92
89.08

4. The Assessment of Linear Programming Risk Deﬁnition Analysis
The purpose of this analysis was to build a model with speciﬁc predicting
capabilities. We produced a predictive model able to identify ﬁles with a high risk
of faults and separate them from those that are basically sound.
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The results of the experimental analysis veriﬁed that about 89% of ﬁles were
correctly classiﬁed in the best case (excluding about 20% of ﬁles of uncertain
structure).
Another aspect is that the percentage of Type II errors is very low. Since we want
to be able to use the results in order to ﬁne-tune testing procedures on programs,
Type I errors are usually less dangerous since, at most, one further session of more
detailed testing or a better restructuring will be required (and may indeed be
superﬂuous) on a defect-free program. An high Type II error means that dangerous
programs will not be signaled and so no particular action will be taken for them.
This implies that an early identiﬁcation or correction of potential defects will be
more difﬁcult. It is worth pointing out that in particular contexts, especially when
testing resources are scarce and all programs identiﬁed as dangerous can not be
tested, is useful to reach lower values of Type I errors than of Type II errors
(Mockus, 2000).
Ultimately we considered that the method is relatively stable regarding the results
obtained with the 150 different selections. We calculated the conﬁdence interval of
the mean values of last row of Table 1. With a probability of 99% the mean values of
total errors is 10:92+0:60, of Type I errors is 25:32+1:37 and of Type II errors is
4:87+0:48.
Nevertheless, it is important to note that this methodology is sensitive to good
feature selection mechanism: using different selections the results can be different (4–
6 percent of total accuracy). Without feature selection the results can signiﬁcantly
change, as described in Section 3.4.
The proposed methodology is also sensitive to over-training, which can describe
perfectly the training set, but cannot describe the whole system correctly.
It is useful to conduct a good tuning session in which all these aspects (feature
selection method, number of iterations of the algorithm, other minor parameters of
the system as fault threshold, or level of uncertainty to be eliminated) are optimized
for the particular environment.
The ﬁrst beneﬁt is that this analysis can be used as a ﬁlter before the testing phase
and the release of the software, thus enabling speciﬁc analytical testing techniques or
restructuring to be performed upon those programs regarded as being more
dangerous.
The second interesting aspect is that the feature selection procedure extracts a
subset of parameters to focus on the analysis and the testing effort.
The third positive aspect is that, according to its very nature, the model is not
abstract, but adapts to different environmental characteristics. Then, the model can
be continuously revised while the environment changes. By incrementing the database of programs and of signaled faults it is possible to recalculate the model,
following the modiﬁcation of the environment: this predicting system is continuously
able to be trained, adding other points whose class (C1 or C2) is known to the
learning set or modifying the number or type of parameters. The cited system
predicting the risk of breast cancer is continuously fed with new cases that augment
its predicting precision (Langley, 1994).
A limitation to this kind of analysis is that, being closely correlated to the
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environment and especially to the language used, it is necessary to start with a large
database of statistical data (programs and related signaled faults). It is difﬁcult to
calculate the model in new projects with a short history, or in staff who signiﬁcantly
change developing methodologies. The proposed approach can be very useful in
mature projects, but it is less useful in new projects or with new staff. In these
situations it needs to be continuously revised alongside the growing and evolving of
system data.
Another negative aspects is that this metric is relatively simple to understand in its
general aspect, but the algorithms are quite complex: a software engineer could not
clearly understand the motivations of calculated results and the system could appear
as a black box which indicates dangerous ﬁles and risk parameters (but not their
ranking).

5. Comparison With Other Models
In literature it is possible to analyze other risk-deﬁnition methodologies. These
methodologies were based on a combination of existing metrics or on new kinds of
measurements.
In previous studies we analyzed the methodologies which applied two types of
criteria:
. Statistical methods, using discriminant analysis, factorization, multivariate
regression, mean values, etc.
. Decision trees methods, using inductive inference, which is the process of moving
from concrete examples to general models, where the goal is to learn how to
classify objects by analyzing a set of instances (already solved cases) whose classes
are known.
For these methodologies we evaluated the general results found in literature and
we proposed an experiment on the same set of programs, of parameters, and of
signaled faults used for the linear programming risk-threshold deﬁnition, applying
the same general criteria: we divided the starting set with a random procedure in a
learning set used to build the model, and in a (remaining) testing set used to evaluate
the calculated model.
In literature there are also other different predicting methodologies, we shall
compare in future to our results (Aljahdali, 2001; El Aman, 2001; Fenton, 2000;
Graves, 2000; Lanubile, 1995; Telin, 1999; Zhiwei, 2000).
It is now possible to have for statistical and decision tree methods an idea of the
basic principles, some bibliographic references, and some results in terms of accuracy
(total and referred only to Type I error and Type II error) on a homogeneous test set.
In the ﬁnal paragraph some other features that can be reached with different
techniques, and that have an operative utility, are classiﬁed:
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1. Identiﬁcation of risk-parameters.
2. Ranking of risk-parameters.
3. Possibility of reduction of the set of analysis eliminating uncertain ﬁles.
A deeper evaluation should include other parameters, like effort required,
sensitivity to context, applicability/robustness/stability of results, which could be
planned in future works.
For the discriminant analysis method, we used a general purpose statistical
package (MINITAB). For all other methods the software for analysis was built for
the experiments.

5.1. Statistical Methods
The fundamental hypothesis of statistical techniques (details of these methods can be
found in Basili, 1996; Briand, 1998, 1999; Bucci, 1998; Khoshgoftaar, 1994;
Fioravanti, 1998; Munson, 1992; Nesi, 1998) is similar to that proposed in this
paper. For a given set of multiple and diverse observations there exists a
classiﬁcation into two or more mutually exclusive groups. The observations
correspond, more speciﬁcally, to programs; usually they are combined in two
groups (or populations) only. The ﬁrst contains ﬁles with a fairly small number of
faults, the second contains a fairly high number of faults. It was thus to be expected
that the characteristics of the programs would be as similar as possible within a
group and, at the same time, markedly different between programs belonging to
different groups.
Results obtained in literature (Munson, 1992; Fioravanti, 2001; Briand, 1998)
reach an accuracy of about 80–90% depending the methodology and the percentage
of classiﬁed ﬁles. In one experiment (Fioravanti, 2001), combining 42 different
metrics, the result of accuracy reached the 97%. Diminishing the number of metrics
to a reduced and more manageable set of 12 metrics, the values lowered to 86%.
Using our set of programs and related data, we tested some of different
methodologies that are summarized in following paragraphs. The ﬁrst was a general
method of discriminant analysis, while the remaining three methods used a threshold
of particular (and different) measurements as reference level for risk value (we called
them threshold methods).

5.1.1. Discriminant Analysis
We used two methodologies to build the model (details of experiment in Pighin,
1997).
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1. Discriminant analysis using the whole set of 220 parameters, as they stand,
without any factorization.
2. Preliminary factorization of the 220 parameters, by using the main components
technique; this way we would be able to reduce signiﬁcantly the number of
distinct discriminant variables, and above all with a correlation equal to zero
(perpendicular). The aim was to group the variables on the basis of correlation
values so as to explain the variability of the observed data by means of a more
concise description of the structure of dependence (in the experiment the number
of factors used was 7 and 10).
Table 2. Discriminant analysis.
Factorization level

Classiﬁed (%)

Type I err (%)

Type II err (%)

Total err (%)

Accuracy (%)

No factorization
No factorization
7
7
10
10

91.3
84.7
84.0
72.3
87.6
81.6

7.8
7.2
7.7
7.5
7.0
6.3

26.1
21.7
25.0
18.6
16.1
14.3

12.4
10.6
11.5
9.7
9.1
8.2

87.6
89.4
88.5
90.3
90.9
91.8

5.1.2. McCabe Metric
The idea is to use the McCabe complexity metric as risk predictor (details of this
method can be found in Pighin, 1998). The ﬁrst step was the calculation of the mean
value of the McCabe cyclomatic number in each group of the training set. Then the
reference value was calculated as the mean value of the results: this is the prediction
threshold using the McCabe cyclomatic value.
Table 3. McCabe metric.
Classiﬁed (%)

Type I err (%)

Type II err (%)

Total err (%)

Accuracy (%)

100.0
78.8

19.7
17.1

34.3
29.2

24.2
21.1

75.8
78.9

5.1.3. Alpha Metric
In this methodology alpha metric is used as a risk measurement. Alpha metric
calculates the information density of a software ﬁle by transforming a ﬁle into the
Brownian random walk. Brownian walk is then further analyzed using average
displacement function and regression techniques (further details can be found in
Kokol, 1999).
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Table 4. Alpha metric.
Classiﬁed (%)

Type I err (%)

Type II err (%)

Total err (%)

Accuracy (%)

100.0
81.3

18.1
16.5

35.8
30.8

30.9
24.7

69.1
75.3

5.1.4. RPSM Metric
In this methodology RPSM (risk predictive structural metric) metric is used as a risk
predictor. For each of the 220 parameters, we analyzed the training set of ﬁles. We
divided the interval between the maximum and minimum value of the parameter in
eleven equal sub-intervals. We evaluated the sub-interval with more occurrences of
the parameter (MI). Then for each ﬁle in the training set we calculated a distance
from the interval in which the parameter is present for the selected ﬁle and MI,
weighting this distance with the number of faults in the ﬁle. Summing up in the
training set and normalizing the values for all the parameters, we calculated a
parameter risk value. Summing up and normalizing for the ﬁles we calculated a ﬁle
risk value. Then we calculated the mean of ﬁle risk values in each group of the
training set. The reference value was the mean of the results: this is the prediction
threshold using RPSM metric (details of this method can be found in Pighin, 1999).
Table 5. RPSM metric.
Classiﬁed (%)

Type I err (%)

Type II err (%)

Total err (%)

Accuracy (%)

100.0
90.0
80.5

31.5
27.6
24.5

14.9
11.7
8.4

18.6
14.9
11.7

81.4
85.1
88.3

5.2. Decision Trees
Inductive inference is the process of moving from concrete examples to general
models, where the goal is to learn how to classify objects by analyzing a set of
instances (already solved cases) whose classes are known. Instances are typically
represented as attribute-value vectors. Learning input consists of a set of such
vectors, each belonging to a known class, and the output consists of a mapping from
attribute values to classes. This mapping should accurately classify both the given
instances and other unseen instances. A decision tree (Quinlan, 1993) is a formalism
that expresses such mappings and consists of tests or attribute nodes linked to two or
more sub-trees and leaves or decision nodes labeled with a class which means the
decision.
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Decision trees methods don’t allow the reduction of the data set, so all the
experiments are performed on 100% of cases. We evaluated the potential of this
approach using two different methodologies.

5.2.1. Classical Decision Trees
A test node computes some outcome based on the attribute values of an instance,
where each possible outcome is associated with one of the sub-trees. An instance is
classiﬁed by starting at the root node of the tree. If this node is a test, the outcome
for the instance is determined and the process continues using the appropriate subtree. When a leaf is eventually encountered, its label gives the predicted class of the
instance (details of this methodology can be found in Podgorelec, 1999).
Table 6. Classical decision trees.
Classiﬁed (%)

Type I err (%)

Type II err (%)

Total err (%)

Accuracy (%)

100.0

13.7

55.6

25.0

75.0

5.2.2. Evolutionary Decision Trees
Evolutionary algorithms are adaptive heuristic search methods that may be used to
solve all kinds of complex search and optimization problems. They are based on the
evolutionary ideas of natural selection and genetic processes of biological organisms.
As the natural populations evolve according to the principles of natural selection and
‘‘survival of the ﬁttest’’, so by simulating this process, evolutionary algorithms are
able to evolve solutions to real-world problems, if they have been suitably encoded.
They are often capable of ﬁnding optimal solutions even in the most complex of
search spaces or at least they offer signiﬁcant beneﬁts over other search and
optimization techniques.
Opposite to the classical induction of decision trees, in the evolutionary approach
instead of using a heuristic function, genetic operators are used. Selection forces the
evolution towards better solutions (tournament selection is used in our case).
Crossover produces a new tree from two parents that are cut on a randomly chosen
path through the trees. Mutation consists of four parts: exchange of an attribute
(mutation rate, mr ¼ 0.03), exchange of a split threshold (mr ¼ 0.17), exchange of a
test node with decision (mr ¼ 0.01), and exchange of a decision node with a test
(mr ¼ 0.09). A ﬁtness function determines the quality of a single evolved decision
tree:
LFF ¼

K
X
i¼1

wi ? ð1  acci Þ þ

N
X
i¼1

cðti Þ þ wu ? nu
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where K is the number of decision classes, N is the number of attribute nodes in a
tree, acci is the accuracy of classiﬁcation of objects of a speciﬁc decision class di, wi is
the importance weight for classifying the objects of a decision class di, nu is number
of unused decision (leaf ) nodes, i.e., where no object from the training set fall into,
and wu is the weight of the presence of unused decision nodes in a tree. The cost cðti Þ
represents the computational expense of obtaining the attribute’s value. In our
example it has not null values only for the few parameters which were slightly
elaborated from simple counting (details can be found in Podgorelec, 2002; Sprogar,
2000).
Table 7. Evolutionary decision trees.
Classiﬁed (%)

Type I err (%)

Type II err (%)

Total err (%)

Accuracy (%)

100.0

15.1

22.2

17.0

83.0

6. Conclusions
From Tables 1 to 7 we can extract the following conclusions:
1. In general statistical and mathematical methods work better with respect to the
accuracy.
2. The operative constraint in accuracy seems to be (at least with our data) near 80–
85% if 100% of cases have been classiﬁed or 85–90% if only about 80% of ﬁles
have been classiﬁed. These constraints are probably due to noise present in any
population of software ﬁles. In our case the noise can be the consequence of the
fact that not all the faults have been detected during the analysis of ﬁles, different
styles of programming and testing, different ‘‘age’’ of ﬁles, etc. Probably this noise
can not be eliminated using current techniques.
3. The remaining methods are close to this accuracy, especially considering the case
when 100% of ﬁles have been classiﬁed.
4. Some methods can embed the reduction of the set eliminating the uncertain
classiﬁcations. The considerable reduction does not exceed 20–25%. In this case
the accuracy rises of 8–10%. If these methods are used as a ﬁlter before testing
phase, we have no information on eliminated ﬁles which should be prudentially
tested as they would be dangerous.
5. Some methods work as black box (especially statistical methods with factorizations), others as white box deﬁning clearly the risk parameters, and possibly the
ranking of risk. This is important to support the test or maintenance engineer.
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All these aspects of different approaches are summarized in Table 8.

Table 8. Summary of methods by operative features.
Method

Best total
accuracy

Reduction of
analyzed ﬁles

Deﬁnition of
risk parameters

Linear programming
Statistical (general)
Statistical (threshold)
Decision trees

[
[

[
[
[

[
[
[

Ranking of risk
parameters

[
[

About linear programming techniques, the experimental validation and the
comparison with other methodologies demonstrate that these methodologies can
produce sound models of predicting metrics, comparable to other methods, with or
without feature selection. The best results are obtained using good feature selection
methods which must be trimmed during system tuning.
Future trends of work with linear programming criteria will be:
. Compare the MSM-T method with other predicting methods applying exactly the
same feature selection procedure.
. Test the procedure on different databases of programs, to use more complex and
sophisticated minimization algorithms based on different elements.
. Evaluate different algorithms which consider the different severity of faults.
The difﬁculties of these approaches is that the increment of accuracy (and
consequently of computational complexity) is balanced by the heterogeneity of
elements of the model (ﬁles of code) which could limit the results of the added effort
(Kokol, 2001).
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