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Abstract. Many development organizations try to minimize faults in software as a means for improving
customer satisfaction. Assuring high software quality often entails time-consuming and costly development processes. A software quality model based on software metrics can be used to guide enhancement
eﬀorts by predicting which modules are fault-prone. This paper presents statistical techniques to determine
which predictions by a classiﬁcation tree should be considered uncertain.
We conducted a case study of a large legacy telecommunications system. One release was the basis for
the training dataset, and the subsequent release was the basis for the evaluation dataset. We built a
classiﬁcation tree using the TREEDISC algorithm, which is based on v2 tests of contingency tables. The
model predicted whether a module was likely to have faults discovered by customers, or not, based on
software product, process, and execution metrics. We simulated practical use of the model by classifying
the modules in the evaluation dataset. The model achieved useful accuracy, in spite of the very small
proportion of fault-prone modules in the system. We assessed whether the classes assigned to the leaves
were appropriate by statistical tests, and found sizable subsets of modules with uncertain classiﬁcation.
Discovering which modules have uncertain classiﬁcations allows sophisticated enhancement strategies to
resolve uncertainties. Moreover, TREEDISC is especially well suited to identifying uncertain classiﬁcations.
Keywords: Software metrics, software quality, fault-prone modules, classiﬁcation trees,
telecommunications.
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1. Introduction
High software quality is essential for modern computer systems. However, assuring
high quality often entails time-consuming and costly development processes, such as
more rigorous design and code reviews, automatic test-case generation, more
* The work was performed while Edward B. Allen was at Florida Atlantic University.
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extensive testing, and reengineering of high-risk portions of a system. One costeﬀective strategy is to target enhancement activities to those software modules that
are most likely to have problems (Hudepohl et al., 1996). In particular, many development organizations try to minimize faults in the software as a means for improving customer satisfaction. A software fault is a defect in an executable product
that causes a software failure.
A software quality model based on empirical data can be used to guide enhancement eﬀorts. Software-metrics research has shown that software product and
process metrics can be the basis for quality predictions, such as whether a software
module is likely to have faults discovered during operations, in other words, whether
it is fault-prone.
Of course, no model can make perfect predictions, and thus, an analyst should
assess the expected accuracy and certainty of the predictions. To this end, this paper
presents statistical techniques to determine which predictions by a two-class classiﬁcation-tree model should be considered uncertain (Khoshgoftaar et al., 1996). One
approach to this problem might be to deﬁne a third class between fault-prone and
not fault-prone called uncertain. However, the criterion for the three classes must be
deﬁned a priori, and every training module must be classiﬁed into one of the three
groups prior to modeling. Only a few studies have applied classiﬁcation techniques
to three or more software quality classes. Ohlsson and Wohlin (1998) classiﬁed
modules as red, yellow, or green based on a pattern of faultiness over two releases.
Szabo and Khoshgoftaar (1995) classiﬁed modules as high, medium, and low-risk
using thresholds on the number of faults found in one release and then used threeclass discriminant analysis. Rather than view an assessment of uncertain as an attribute of the software module alone, we view it as a characteristic of the module in
relation to the classiﬁcation model. A third class is inappropriate for analysis of
uncertainty; after all, classiﬁcation into three classes can still be uncertain. Consequently, this paper presents statistical techniques for assessment of uncertain classiﬁcations with a two-class tree modeling method.
In this paper, we employ classiﬁcation trees to model software quality. A variety
of other classiﬁcation techniques have also been used to model software quality,
such as discriminant analysis (Khoshgoftaar et al., 1996b) discriminant coordinates
(Ohlsson et al., 1998) discriminant power (Schneidewind, 1995, 1997) logistic regression (Basili et al., 1996) optimal set reduction (Briand et al., 1993) neural networks (Khoshgoftaar and Lanning, 1995) and fuzzy classiﬁcation (Ebert, 1996).
However, the certainty of predictions has rarely been utilized. Classiﬁcation-tree
models are attractive, because they readily model nonlinear and nonmonotonic
relationships among variables, and they are especially amenable to assessing uncertainty.
Published studies have used various classiﬁcation-tree algorithms to model software quality. Selby and Porter (1988) used the ID3 algorithm [23] which maximizes
homogeneity of leaves by an entropy-based criterion. Takahashi et al. (1997) reﬁned
the ID3 algorithm by pruning the resulting tree according to Akaike Information
Criterion procedures. Case studies by Gokhale and Lyu (1997), Troster and Tian
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(1995), and Khoshgoftaar et al. (2000a) used a regression-tree algorithm based on
deviance. A case study by Khoshgoftaar et al. (1998) employed the CART algorithm
which is based on the Gini index of diversity derived from probabilities of class
membership.
The TREEDISC algorithm1 is the focus of this paper (SAS Institute Staﬀ, 1995). It is
a reﬁnement of the CHAID algorithm (Kass, 1980), emphasizing statistical signiﬁcance
based on v2 tests of contingency tables, rather than heuristic criteria. TREEDISC also
allows multiway branching, possibly resulting in a more parsimonious model than
binary branching. Preliminary empirical work with a small software subsystem
showed that TREEDISC has promise for modeling software quality, but did not address uncertain classiﬁcations (Khoshgoftaar et al., 1996a).
In the remainder of this paper we present background on classiﬁcation trees and
methods for assessing which predicted classiﬁcations should be considered uncertain.
We then present a case study of a large legacy telecommunications system
(Khoshgoftaar et al., 1999b; Yuan, 1999) to illustrate the methods. Finally, we
summarize lessons learned.
In the case study, one release was the basis for the training dataset and the
subsequent release was the basis for the evaluation dataset. A classiﬁcation-tree
model predicted whether a module was likely to have faults discovered by customers, or not, based on software product, process, and execution metrics. Faults
discovered by customers in telecommunications systems usually have extremely
expensive consequences, and thus, prediction of fault-prone modules is very important to the developers. The case study illustrated how TREEDISC models can be
used not only to classify software modules, but also to identify modules with uncertain classiﬁcations.

2. Uncertainty in Classiﬁcation Trees
A classiﬁcation tree is an algorithm of decision rules to classify an object, represented
by an abstract tree. In our application, an object is a software module. We follow
terminology in the statistics literature on classiﬁcation trees, calling independent
variables predictors, and the dependent variable the response variable. Each internal
node represents a decision, and each outgoing edge represents a possible result of
that decision. Each leaf node is labeled with a class of the response variable: faultprone (fp) or not fault-prone (nfp) in our application. The root of the tree is the node
at the top.
Given a classiﬁcation tree and a module’s predictor values, beginning at the root,
the algorithm traverses a downward path in the tree. When the algorithm reaches a
decision node, the value of the associated predictor is compared to the range of
values associated with each outgoing edge, and the algorithm proceeds along the
proper edge to the next node. This process is repeated for each node along the path.
When a leaf is reached, the module is classiﬁed according to the label of the leaf, and
the path is complete. Table 1 lists notation for convenient reference.
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Table 1. Notation.
Symbol

Deﬁnition

fp
nfp
Pr(fpjnfp)
Pr(nfpjfp)
c
cmax
i
k
l
Lðxi Þ
n
nl
nfp
nnfp
p
qðlÞ
q^ðlÞ
qlower
qupper
r
xij
xi
a
l
h
hlow
hhigh
f

Fault-prone
Not fault-prone
Type I misclassiﬁcation rate
Type II misclassiﬁcation rate
Number of predictor categories
Maximum number of predictor categories
Index of a module
Number of merged predictor categories
Index of a leaf
Index of the leaf that module i falls into
Number of modules in training dataset
Number of training modules in leaf l
Number of fault-prone training modules in current leaf
Number of not fault-prone training modules in current leaf
p-Value of a v2 test
Probability that a module in leaf l is fault-prone
Estimated qðlÞ
Lower conﬁdence limit of qðlÞ
Upper conﬁdence limit of qðlÞ
Number of response categories, r ¼ 2
Value of the jth predictor of module i
Vector of predictor values for module i
Signiﬁcance level
A probability near zero for leaf l
A threshold parameter, h ¼ f=ð1 þ fÞ
Low end point of a threshold interval
High end point of a threshold interval
A classiﬁcation-rule parameter

2.1. Preprocessing Metrics
In this paper, predictors are based on software metrics. Most primitive software
metrics are positive integers with no upper bound, in principle. A few are real
numbers. TREEDISC is not compatible with numeric predictors, but it is suitable for
ordinal predictors with many categories, within computational constraints. Therefore, we transform all raw measurements into discrete ordinal predictors.
In this paper, we used grouping to transform numeric metrics into discrete ordinal
predictors (Khoshgoftaar et al., 1999c). Let cmax be the maximum number of predictor categories. Let rankij be an ith module’s rank within the dataset according to
the jth raw metric and let n be the number of modules in the dataset. Ties are
assigned a common rank. Predictor values are calculated by the following.

xij ¼

cmax
nþ1




rankij

ð1Þ
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The jth predictor value of module i is an integer, xij 2 f0; . . . ; cmax  1g. In the
absence of ties, the groups have equal or nearly equal number of modules. For
example, a value of cmax ¼ 4 would produce four predictor categories, each with
about one-quarter of the modules. A large number of ties may reduce the actual
number of categories, c cmax .
In this study, we applied this transformation to each metric in each dataset using
the same value of cmax ¼ 60. Future research will investigate other transformations.

2.2. Building a Classiﬁcation Tree
We build a classiﬁcation tree using the TREEDISC algorithm (SAS Institute Staﬀ,
1995) which is a reﬁnement of the CHAID algorithm (Kass, 1980). TREEDISC is implemented as a macropackage for the SASâ System. Improvements to the CHAID
algorithm include adjusting the v2 statistic for better accuracy (Hawkins and Kass,
1982), specifying a method for ﬁnding the most signiﬁcant branching criterion, and
avoiding the possibility of inﬁnite loops.
The algorithm recursively partitions (‘‘splits’’) the training dataset’s modules into
new leaves of the classiﬁcation tree until a stopping criterion applies to every leaf.
Partitioning of a leaf stops when there is no signiﬁcant partition or when there are
too few modules in the leaf for a useful signiﬁcance test. Let a be the signiﬁcance
level. The size of a tree is controlled by the speciﬁed signiﬁcance level, rather than by
a pruning criterion such as with CART (Khoshgoftaar et al., 1998).
The range of predictor values associated with each edge consists of adjacent
predictor categories merged together. For a given predictor, let c be the number of
original predictor categories, and let k be the number of merged predictor categories.
For the predictor’s k r merged contingency table, the v2 statistic, X in this
context, is given by the following:
X¼

X X ðfij  f^ij Þ2
i

j

f^ij

ð2Þ

where fij is a frequency in cell ij of the contingency table, and f^ij is the expected
frequency under the null hypothesis that the response variable is independent of the
predictor (Zar, 1984) X has a chi-squared (v2 ) distribution. Signiﬁcance is evaluated
using an adjusted p-value.

p ¼ min



c1
2
2
Prðv½ðr1Þðk1Þ > XÞ; Prðv½ðr1Þðc1Þ > XÞ
k1

ð3Þ

where r ¼ 2 is the number of response-variable classes. A signiﬁcance test rejects
the null hypothesis if p < a. The TREEDISC algorithm ﬁnds the most signiﬁcant
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partitioning of a predictor’s original categories with respect to the response variable,
creating merged predictor categories. TREEDISC allows multiway splits and minimizes
the adjusted p-value of v2 tests to determine the merged predictor categories. Multiway splits allow more accurate modeling than binary splits for nonmonotonic relationships between predictors and the response variable.

2.3. A Classiﬁcation Rule
After the tree is built, each leaf, l, must be labeled with a class. This, in eﬀect,
determines a rule for classifying modules. Recall that the TREEDISC algorithm partitions all the modules in the training dataset among the leaves according to the
structure of the tree. Moreover, the actual class of each module in the training
dataset is known. Let qðlÞ be the probability that a module in leaf l is fault-prone,
and let the estimated probability, q^ðlÞ, be the proportion of training modules in leaf l
that are actually fault-prone.
Let xi be the ith module’s vector of predictor values. Let Lðxi Þ be the leaf that the
ith module falls into according to the structure of the tree. TREEDISC’s default rule for
classifying a module is the following:

Classðxi Þ ¼

nfp

if 1  q^ðLðxi ÞÞ  q^ðLðxi ÞÞ

fp

otherwise

ð4Þ

This rule did not yield satisfactory accuracy in our empirical investigation.
Accuracy is measured by misclassiﬁcation rates. The Type I misclassiﬁcation rate,
PrðfpjnfpÞ, is estimated by the proportion of not fault-prone modules that are
misclassiﬁed. The Type II misclassiﬁcation rate, PrðnfpjfpÞ, is estimated by the
proportion of fault-prone modules that are misclassiﬁed. When the proportion of
fault-prone modules in the system is small, the default classiﬁcation rule in Equation
(4) is not useful for software-quality improvement. To address this phenomenon, we
propose the following general classiﬁcation rule for a classiﬁcation tree (Khoshgoftaar et al., 2000b):
(
q^ðLðxi ÞÞ
f
nfp if 1q^ðLðx
i ÞÞ
Classðxi Þ ¼
ð5Þ
fp
otherwise
With various classiﬁcation techniques, we have observed a tradeoﬀ between Type I
and Type II misclassiﬁcation rates as a function of f (Khoshgoftaar and Allen, 2000;
Khoshgoftaar et al., 1998, 1999a). As PrðnfpjfpÞ goes down, PrðfpjnfpÞ goes up,
and conversely. The value of f can be chosen according to the preference of the
project, to achieve a preferred balance between the Type I and Type II misclassiﬁcation rates.
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nfp if 1  q^ðLðxi ÞÞ  h
Classðxi Þ ¼
fp
otherwise
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ð6Þ

where the threshold h ¼ f=ð1 þ fÞ. The TREEDISC default rule in Equation (4) is
equivalent to f ¼ 1 and h ¼ 0:50. We choose a preferred value of h empirically. Given a
candidate value of h, we estimate misclassiﬁcation rates PrðfpjnfpÞ and PrðnfpjfpÞ by
resubstitution of the training dataset into the model. If the balance is not satisfactory,
we select another candidate value of h and estimate again, until we arrive at the
preferred h for the project. This procedure is straightforward in practice, because the
misclassiﬁcation rates are monotonic functions of h. For example, if one chooses h such
that PrðfpjnfpÞ  PrðnfpjfpÞ, then the rule approximately minimizes the larger of the
misclassiﬁcation rates (min–max rule) (Seber, 1984). In practice, we can achieve only
approximate equality due to ﬁnite datasets and discrete predictors. Another balance
between misclassiﬁcation rates may be preferred by the project in other situations.
To ease interpretation, we simplify each tree when adjacent leaves from the same
decision node have the same preferred classiﬁcation, yielding an equivalent tree.

2.4. Conﬁdence Interval Analysis
Given one preferred value of h, a more sophisticated classiﬁcation rule than Equation (6) should include uncertain classiﬁcations. A detailed examination of each leaf l
in the full classiﬁcation tree built by TREEDISC can give useful insights.
In general, the number of fault-prone modules in a sample is a random variable, X
in this context, which is distributed according to the binomial distribution with the
following cumulative distribution function (Zar, 1984):
PrðX

xjN; qÞ ¼


x 
X
N j
q ð1  qÞNj
j
j¼0

ð7Þ

where N is the size of the sample in this context, 0 x N, and q is the probability
of being fault-prone. Similarly, the number of not fault-prone modules also has a
corresponding binomial distribution.
Let nfp and nnfp be the number of fault-prone and not fault-prone training modules
that fall into leaf l, and let nl ¼ nfp þ nnfp be the total. Recall that the probability
that a module in a leaf is fault-prone is estimated by q^ðlÞ ¼ nfp =nl . A conﬁdence
interval at signiﬁcance a for qðlÞ is given by lower and upper conﬁdence limits,
qlower ðlÞ < qðlÞ < qupper ðlÞ. The preferred signiﬁcance level a is chosen by the analyst.
TREEDISC’s signiﬁcance level for building the tree is not necessarily the same as the
signiﬁcance level of the conﬁdence interval. The F distribution is related to
the binomial distribution so that the conﬁdence interval of qðlÞ can be calculated by
the following (Zar, 1984):
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qlower ðlÞ ¼

nfp
nfp þ ðnl  nfp þ 1ÞFa=2;mn ;md

ð8Þ

where the degrees of freedom are given by mn ¼ 2ðnl  nfp þ 1Þ and md ¼ 2nfp .
qupper ðlÞ ¼

ðnfp þ 1ÞFa=2;m0n ;m0d

ð9Þ

nl  nfp þ ðnfp þ 1ÞFa=2;m0n ;m0d

where the degrees of freedom are given by m0n ¼ 2ðnfp þ 1Þ and m0d ¼ 2ðnl  nfp Þ.
Recall that training modules are partitioned among the leaves; some leaves have
fewer modules than others. One should evaluate whether the number of fault-prone
modules in each leaf is suﬃcient for its q^ðlÞ to be a credible estimate.2 When qðlÞ ¼ 0,
leaf l should certainly be labeled not fault-prone. When there are only a few faultprone observations, we have little conﬁdence that qðlÞ > 0, and thus, a label of faultprone for leaf l is not very credible, no matter what the preferred value of h is. In the
case study, we considered l ¼ 2=nl to be ‘‘near zero’’. (Another small probability
could be used in another study.) The conﬁdence interval analysis above gives us a
tool for assessing the credibility of q^ðlÞ. When the lower conﬁdence limit is smaller
than ‘‘near zero’’, we label the leaf not fault-prone, because we cannot distinguish
qðlÞ from zero, irrespective of h.
Because the choice of threshold h is simply a preference, one should assess the
sensitivity of results to nearby alternatives. If a leaf’s value of 1  q^ðlÞ is ‘‘near’’ the
threshold h, then its appropriate label is uncertain.
8
nfp
>
>
>
<
nfp
Classðxi Þ ¼
> fp
>
>
:
uncertain

if qlower ðLðxi ÞÞ Lðxi Þ
if 1  qupper ðLðxi ÞÞ  h
if 1  qlower ðLðxi ÞÞ
otherwise

h

ð10Þ

at signiﬁcance a. Note that if the conﬁdence limits of qðlÞ are qlower < qðlÞ < qupper ,
then the conﬁdence limits for 1  qðlÞ are 1  qupper < 1  qðlÞ < 1  qlower . Equation
(10) means that if h falls within the conﬁdence interval of 1  qðlÞ, the leaf’s label is
uncertain.
All modules that fall into uncertain leaves have uncertain predicted classiﬁcations.
Knowing which modules have uncertain predicted classiﬁcations is valuable information that classiﬁcation alone does not provide. A project could employ sophisticated enhancement strategies to maximize eﬀectiveness. For example, further risk
assessment of uncertain modules could examine information not included in the
classiﬁcation model. Those uncertain modules evaluated as high risk could then be
enhanced in the same manner as other modules classiﬁed as fault-prone. Further
research will investigate the range of possible enhancement options. Moreover, when
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diagnosis or enhancement options span a range of costs, extending our approach to
multiple levels of uncertainty may help one choose an appropriate strategy.
2.5. Ambivalent Threshold
In practice, one is usually able to select one preferred value of h. However, in some
cases, a range of values for h may be satisfactory. Suppose we prefer an interval of
values, ½hlow ; hhigh , instead of a single value. The previous section analyzes uncertainty due to random variation. This section considers uncertain classiﬁcation due to
ambivalence concerning the threshold, h, and analyzes random variation near the
endpoints of the interval.
If the estimated probability of a module being not fault-prone, 1  q^ðlÞ, is within
the interval ½hlow ; hhigh , then the class of the module is uncertain (Khoshgoftaar
et al., 1999b):
8
< nfp
Classðxi Þ ¼ fp
:
uncertain

if 1  q^ðLðxi ÞÞ  hhigh
if 1  q^ðLðxi ÞÞ hlow

ð11Þ

otherwise

However, this rule does not consider the uncertainty in the estimated values of qðlÞ.
Recall that each qðlÞ is estimated by the proportion of training modules in leaf l that
are actually fault-prone. When there are fewer training modules in leaf l, the estimate
is less precise. For each leaf l that has a credible estimate of qðlÞ, rather than a
conﬁdence interval analysis, consider the following classiﬁcation criteria (Zar, 1984).
1. For the low end of the interval, let the null hypothesis and alternative hypothesis
be
H0 :

1  qðlÞ  hlow

HA :

1  qðlÞ < hlow

ð12Þ

In this context, let X be a random variable for the number of fault-prone modules.
If PrðX nnfp jnl ; hlow Þ < a=2 then reject H0 at the a=2 level of signiﬁcance, and
label leaf l as fault-prone.
2. For the high end of the interval, let the null hypothesis and alternative hypothesis
be
H0 :
HA :

qðlÞ  1  hhigh
qðlÞ < 1  hhigh

ð13Þ

If PrðX nfp jnl ; 1  hhigh Þ < a=2 then reject H0 at the a=2 level of signiﬁcance,
and label leaf l as not fault-prone.
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3. If we reject neither null hypothesis above, then label leaf l as uncertain at signiﬁcance a.
The following classiﬁcation rule based on the binomial distribution in Equation (7)
incorporates these criteria with Equation (10).
8
nfp
if qlower ðLðxi ÞÞ Lðxi Þ
>
<
nfp
if PrðX nfp jnLðxi Þ ; 1  hhigh Þ < a=2
ð14Þ
Classðxi Þ ¼
>
if PrðX nnfp jnLðxi Þ ; hlow Þ < a=2
: fp
uncertain otherwise
at signiﬁcance a, where nfp and nnfp correspond to leaf Lðxi Þ.
Equation (10) is an appropriate classiﬁcation rule when we have a single preferred
value of the threshold parameter h. Equation (14) is an alternative that is appropriate
when there is an interval of acceptable thresholds, ½hlow ; hhigh .

3. Case Study
Table 2 lists the steps of our case study, incorporating the above analysis of
uncertain classiﬁcations.

3.1. System Description
We conducted a case study (Yuan, 1999) of a very large legacy telecommunications
system maintained by professional programmers in a large organization using the
procedural-development paradigm, and written in a high-level language (Protel)
similar to Pascal. This embedded-computer application included numerous ﬁnite-

Table 2. Case study methodology.
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.

Collect measurements (see Tables 3–5)
Perform preliminary statistical analysis of fault data
Select modules for study
Transform data into response variable and predictors
Empirically select TREEDISC parameters
Build classiﬁcation tree model
Choose classiﬁcation rule’s parameter
Evaluate accuracy of model
Analyze conﬁdence intervals
Analyze ambivalent range of thresholds for classiﬁcation rule
Simplify classiﬁcation tree
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state machines. The entire system had signiﬁcantly more than 10 million lines of
code. We studied two consecutive releases. The earlier release was the basis for the
training dataset, and the subsequent release was the basis for the evaluation data.
A module consisted of a set of functionally related source-code ﬁles. An average
module had about four ﬁles. Fault data was collected at the module level by the
problem reporting system. A module was considered fault-prone if any problems
discovered by customers resulted in changes to source code in the module, and not
fault-prone otherwise. Faults discovered in deployed telecommunications systems
are typically extremely expensive, because, in addition to down-time due to failures,
visits to remote customer sites are usually required to repair them.
We found that more than 99% of the modules that were unchanged from the prior
release had no faults. Consequently, there were too few fault-prone modules in the
unchanged set for eﬀective modeling. This case study considered only those modules
that were new or had at least one update to source code since the prior release. For
modeling, we selected updated modules with no missing data in relevant variables.3
These modules had several million lines of code in a few thousand modules in each
release. The training data set had 3,649 modules. The proportion of modules with no
faults among the updated modules of the training dataset was 0.937, and the proportion with at least one fault was 0.063. Such a small set of modules is often diﬃcult
for statistical models to identify.
This project used Enhanced Measurement for Early Risk Assessment of Latent
Defects (EMERALD), which is a decision-support system that includes softwaremeasurement facilities and software-quality models (Hudepohl et al., 1996). We do
not advocate a particular set of software metrics to the exclusion of others recommended in the literature. Pragmatic considerations usually determine the set of
available metrics. Because marginal data collection costs were modest, EMERALD
provided over 50 source-code metrics (Mayrand and Coallier, 1996) Preliminary
data analysis selected product metrics aggregated to the module level that were
appropriate for modeling purposes, as listed in Table 3. Counts of procedure calls
were derived from call graphs. Some product metrics were measures of a module’s
control ﬂow graph, which consists of nodes and arcs depicting the ﬂow of control.
Other product metrics quantiﬁed attributes of statements.
Process metrics listed in Table 4 were tabulated from the conﬁguration management system which maintained records regarding updates by each designer, and from
the problem reporting system which maintained records on past problems.
Execution metrics listed in Table 5 were forecast from deployment records (Jones
et al., 1999) and laboratory measurements of an earlier release. Future research will
reﬁne these metrics.
EMERALD helps software designers and managers to assess risks of embedded
software and thereby to improve software quality (Hudephl et al., 1996). It was
developed by Nortel Networks in partnership with Bell Canada and others. At
various points in the development process, EMERALD’s software quality models
predict module risk based on available measurements. The models developed here
are under evaluation for inclusion in EMERALD.
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Table 3. Software product metrics
Symbol

Description

Call graph metrics
CALUNQ
Number of distinct procedure calls to others
CAL2
Number of second and following calls to others
CAL2 ¼ CAL  CALUNQ
where CAL is the total number of calls
Control ﬂow graph
CNDNOT
IFTH
LOP
CNDSPNSM
CNDSPNMX
CTRNSTMX
KNT
NDSINT
NDSENT
NDSEXT
NDSPND
LGPATH
Statement metrics
FILINCUQ
LOC
STMCTL
STMDEC
STMEXE
VARGLBUS
VARSPNSM
VARSPNMX
VARUSDUQ
VARUSD2

metrics
Number of arcs that are not conditional arcs
Number of nonloop conditional arcs, i.e., if-then constructs
Number of loop constructs
Total span of branches of conditional arcs. The unit of measure is arcs
Maximum span of branches of conditional arcs
Maximum control structure nesting
Number of knots. A ‘‘knot’’’ in a control ﬂow graph is where arcs cross
due to a violation of structured programming principles
Number of internal nodes (i.e., not an entry, exit, or pending node)
Number of entry nodes
Number of exit nodes
Number of pending nodes, i.e., dead code segments
Base 2 logarithm of the number of independent paths
Number of distinct include ﬁles
Number of lines of code
Number of control statements
Number of declarative statements
Number of executable statements
Number of global variables used
Total span of variables
Maximum span of variables
Number of distinct variables used
Number of second and following uses of variables
VARUSD2 = VARUSD ) VARUSDUQ
where VARUSD is the total number of variable uses

3.2. Empirical Results
Candidate predictors were derived from the product, process, and execution metrics.
We grouped measurement data for each metric in each dataset, transforming the raw
metric values into discrete ordinal predictor values; for this case study, cmax ¼ 60 was
determined empirically (Khoshgoftaar et al., 1999c). TREEDISC built the tree shown in
Figure 1, using a ¼ 0:01. Empirical investigation also established other parameters
for this case study (Khoshgoftaar and Allen, 2001): partitioning of a leaf stopped
when it had 80 or fewer modules; and the minimum number of modules in a new leaf
was 40. In Figure 1, each diamond node represents a decision based on one predictor, and each edge represents a merged category of that predictor. Even though
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Table 4. Software process metrics
Symbol

Description

DES PR
BETA PR
DES FIX
BETA FIX
CUST FIX
REQ UPD
TOT UPD
REQ
SRC GRO
SRC MOD
UNQ DES
VLO UPD

Number of problems found by designers during development
Number of problems found during b testing
Number of problems ﬁxed that were found by designers in the prior release
Number of problems ﬁxed that were found by b testing in the prior release
Number of problems ﬁxed that were found by customers in the prior release
Number of changes to the code due to new requirements
Total number of changes to the code for any reason
Number of distinct requirements that caused changes to the module
Net increase in lines of code
Net new and changed lines of code (deleted lines are not counted)
Number of diﬀerent designers making changes
Number of updates to this module by designers who had 10 or less total updates
in entire company career
Number of updates to this module by designers who had between 11
and 20 total updates in entire company career
Number of updates that designers had in their company careers

LO UPD
UPD CAR

Table 5. Software execution metrics
Symbol

Description

USAGE
RESCPU
BUSCPU
TANCPU

Deployment percentage of the module
Execution time of an average transaction on a system serving consumers
Execution time of an average transaction on a system serving businesses
Execution time of an average transaction on a tandem system

the tree was constructed using predictor categories, the labels on edges in the ﬁgure
have been transformed back to equivalent ranges of raw metric values for easier
interpretation. Each circular node is a leaf whose label is noted near the bottom. The
number of training modules in each class in each leaf is shown at the bottom, and the
value of 1  q^ðlÞ.
Figure 1 includes decision nodes based on product, process, and execution metrics.
TREEDISC determined that the range represented by each branch was signiﬁcantly
distinct. For example, from Node 1 four ranges of VARUSD2 were distinct. In later
TREEDISC iterations, it so happened that the most signiﬁcant predictor of both Node
4 and Node 5 was UNQ DES. A leaf represents the combination of all the predictors
in the path from root to leaf. For example, Leaf L5 represents the combination of
values of VARUSD2, BETA PR, RESCPU, and DES PR.
Figure 2 depicts the tradeoﬀ between Type I and Type II misclassiﬁcation rates,
PrðfpjnfpÞ and PrðfpjnfpÞ respectively, as functions of h, based on resubstitution of
training data into the model. For this case study, we preferred h ¼ 0:92, which yields
approximately equal misclassiﬁcation rates for the training data. Another study
might prefer a diﬀerent value.
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Figure 1. Full classiﬁcation tree.

Figure 2. Balancing misclassiﬁcation rates.
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Table 6. Evaluating accuracy.
Actual

nfp
fp

Model

Total

nfp (\%)

fp (%)

73.1
25.9

26.9
74.1

100
100

Overall misclassiﬁcation rate: 26.9%
Preferred h ¼ 0:92.

We simulated practical use of the model by classifying the modules in the evaluation dataset. Table 6 shows the accuracy of the preferred tree (Figure 1) on the
evaluation dataset. The rows are actual classiﬁcations, and the columns are predicted
classiﬁcations. Each table entry represents a group of modules in the evaluation
dataset that have a certain combination of actual class and predicted class. The table
entries show fractions of the row total.
Correct classiﬁcations are in the upper left (PrðnfpjnfpÞ ¼ 73:1%) and lower right
ðPrðfpjfpÞ ¼ 74:1%). The model achieved a Type I misclassiﬁcation rate of
PrðfpjnfpÞ ¼ 26:9% and a Type II rate of PrðnfpjfpÞ ¼ 25:9% based on evaluation
data, in spite of the very small proportion of fault-prone modules in the evaluation
dataset. This level of accuracy could be useful to the developers to target reengineering eﬀorts when applying the model to another release. Predictions would be
available near the end of b testing, because measurements could be collected at that
point in the life cycle.

3.3. Conﬁdence Interval Analysis
The leaf labels in Figure 1 and the results in Table 6 were based on a point estimate
of the probability of being not fault-prone, 1  q^ðlÞ, for each leaf, in relation to a
preferred threshold, h ¼ 0:92. Table 7 gives a conﬁdence interval of qðlÞ for each leaf
l, and an analysis of the labels assigned to the leaves. We chose a signiﬁcance level
a ¼ 0:10 for a conﬁdence interval.
In this study, we chose l ¼ 2=nl as a probability that is near zero relative to the
number of modules in leaf l. Leaves L1 through L4 were labeled nfp irrespective of
the preferred value of h, because qðlÞ was indistinguishable from zero at signiﬁcance
a ¼ 0:10. In contrast to Figure 1, leaves L6 and L12 (shown bold) were labeled
uncertain in Table 7, because the preferred threshold h ¼ 0:92 is too close to 1  q^ðlÞ
to determine whether the leaf should be labeled fault-prone or not, according to
Equation (10). In particular, h falls within the conﬁdence intervals of 1  qðlÞ for
these leaves at signiﬁcance a ¼ 0:10.
Leaves L1, L2, and L3 were merged categories of the maximum span of conditional structures (CNDSPNMX). TREEDISC determined that the category
CNDSPNMX ¼ 2 was signiﬁcantly diﬀerent from the other values. Figure 1 shows
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Table 7. Conﬁdence interval analysis.
Leaf

nnfp

nfp

nl

al

qlower

q^ðlÞ

qupper

q^ðlÞ ok?

Classðxi Þb

L1
L2
L3
L4
L5
L6
L7
L8
L9
L10
L11
L12
L13
L14
L15

177
79
419
45
1525
178
133
30
219
248
28
177
110
31
21

0
4
0
3
38
16
19
10
10
31
12
16
29
17
24

177
83
419
48
1563
194
152
40
229
279
40
193
139
48
45

0.011
0.024
0.005
0.042
0.001
0.010
0.013
0.050
0.009
0.007
0.050
0.010
0.014
0.042
0.044

0.000
0.017
0.000
0.017
0.018
0.052
0.083
0.142
0.024
0.082
0.183
0.053
0.153
0.240
0.401

0.000
0.048
0.000
0.063
0.024
0.082
0.125
0.250
0.044
0.111
0.300
0.083
0.209
0.354
0.533

0.017
0.107
0.007
0.154
0.032
0.123
0.178
0.387
0.073
0.147
0.440
0.123
0.273
0.483
0.662

near
near
near
near
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok

nfp
nfp
nfp
nfp
nfp
uncertain
fp
fp
nfp
fp
fp
Uncertain
fp
fp
fp

a
b

zero
zero
zero
zero

l ¼ 2=nl .
h ¼ 0:92:

that leaf L2 had four fault-prone training modules, but the other two leaves had
none. This distinction resulted in a statistically signiﬁcant v2 test in the course of the
TREEDISC algorithm. However, the lower conﬁdence limit of all three leaves was less
than the corresponding l , and thus, we could not distinguish these qðlÞ from zero.
Therefore, we labeled them not fault-prone.
Similarly, even though leaf L4 had only three fault-prone modules, this was enough to yield a signiﬁcant split on updates by designers who had between 11 and 20
total updates in their entire company careers (LO UPD). However, its lower conﬁdence limit was less than its L4 and thus, irrespective of h, we labeled it not faultprone.
Leaves L5 and L6 were merged categories of the number of problems found by
designers during development of the current release (DES PR). TREEDISC determined
that they were signiﬁcantly diﬀerent from each other. Each qðlÞ was deﬁnitely greater
than zero. In Figure 1, leaf L6 was labeled fault-prone, however, it was close to the
threshold, 1  q^ðL6Þ ¼ 0:918 < 0:92 ¼ h. Because h falls within the conﬁdence interval of 1  qðL6Þ, we believe that the classiﬁcation of modules in leaf L6 should be
considered uncertain, whereas we have no doubt that those in L5 were properly
classiﬁed as not fault-prone.
We see in Figure 1 that decision nodes 4 and 5 were both based on the number of
diﬀerent designers making changes ðUNQ DESÞ under diﬀerent ranges of the
number of second and following uses of variables ðVARUSD2Þ. Data analysis revealed that VARUSD2 was strongly correlated with module size. Decision nodes 4
and 5 represent large and very large modules. TREEDISC determined that leaves L9
through L15 were all signiﬁcantly diﬀerent from each other based on combinations
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of VARUSD2 and UNQ DES. Based on Table 7, Leaf L9 was properly labeled not
fault-prone (1  q^ðL9Þ ¼ 0:956 > 0:92 ¼ h). Similarly, leaves L10, L11, L13, L14,
and L15 were properly labeled fault-prone, because h was not near 1  q^ðlÞ in each
case. However, leaf L12 was near the preferred threshold, 1  q^ðL12Þ ¼ 0:917 <
0:92 ¼ h, and therefore, the modules in leaf L12 had an uncertain classiﬁcation. In
this study, a conﬁdence interval analysis aﬀected the classiﬁcation of about 10.6% of
the training modules (i.e., those in L6 and L12).

3.4. Ambivalent Threshold Analysis
Recall that the choice of h ¼ 0:92 above was a preference. Because 2 shows that the
misclassiﬁcation rates were somewhat balanced over the range of approximately
hlow ¼ 0:92 h 0:95 ¼ hhigh , other values of h in this range might also be satisfactory. Table 8 gives the results for each leaf when the threshold is an interval.
In Figure 1, we see that 1  q^ðL4Þ ¼ 0:937 < 0:95 ¼ hhigh , which might imply that
its label should be uncertain. However, the conﬁdence interval analysis in Table 7,
according to Equation (14), showed that qðL4Þ is not distinguishable from zero, and
thus, we labeled it not fault-prone irrespective of h.
In Table 8, the label of each leaf is the same as Table 7 except for leaf L9 (shown
bold). L9’s label is uncertain, because its value of 1  PrðfpÞ is close to the upper end
of the preferred interval, (1  q^ðL9Þ ¼ 0:956 > 0:95 ¼ hhigh ), according to Equation
(14).
Table 8. Ambivalent threshold analysis.
Leaf

nnfp

nfp

nl

Pr(fp)a

Pr(nfp)b

Class(xi )c

L1
L2
L3
L4
L5
L6
L7
L8
L9
L10
L11
L12
L13
L14
L15

177
79
419
45
1525
178
133
30
219
248
28
177
110
31
21

0
4
0
3
38
16
19
10
10
31
12
16
29
17
24

177
83
419
48
1563
194
152
40
229
279
40
193
139
48
45

1.14E-04
0.599
4.46E-10
0.782
2.06E-07
0.982
1.000
1.000
0.403
1.000
1.000
0.983
1.000
1.000
1.000

1.000
0.907
1.000
0.750
1.000
0.487
0.035
0.001
0.990
0.040
4.44E-05
0.479
1.64E-06
8.46E-08
3.34E-15

nfpd
nfpd
nfpd
nfpd
nfp
uncertain
fp
fp
uncertain
fp
fp
uncertain
fp
fp
fp

a

PrðfpÞ ¼ PrðX nfp jnl ; 1  hhigh Þ.
PrðnfpÞ ¼ PrðX nnfp jnl ; hlow Þ.
c
Preferred h 2 ½0:92; 0:95 .
d
qðlÞ near zero (see Table 7).
b
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In this study, using an interval instead of one preferred threshold value aﬀected
the classiﬁcation of the 229 modules in L9, about 6.3% of the training modules.
3.5. Discussion
This case study illustrated the possibility of subsets of modules with signiﬁcantly
uncertain classiﬁcation. Leaves L6 and L12 accounted for 387 modules in the
training data set (10.6%). Figure 3 depicts the simpliﬁed tree for h ¼ 0:92, but shows
the uncertain leaves (L6 and L12).
Leaves L1 and L3 had no fault-prone training modules and so we labeled them not
fault-prone. A conﬁdence interval analysis at signiﬁcance a ¼ 0:10 of leaves L2 and
L4 revealed we could not distinguish their qðlÞ from zero, and so we labeled them not
fault-prone. If we had preferred the interval h 2 ½0:92; 0:95 , leaf L9 would also be
labeled uncertain.

Figure 3. Simpliﬁed classiﬁcation tree.
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TREEDISC is especially amenable to identifying uncertain classiﬁcations, because
the algorithm for building a tree is based on a well-known statistical test which
identiﬁes subsets of modules with distinctive attributes, but does not mandate the
classiﬁcation rule.
Rather than just two options, enhance a module or not, a project could devise an
intermediate improvement strategy that would be appropriate for modules with
uncertain classiﬁcation. For example, preliminary reviews of these modules might
ascertain which have high risk and which do not. Those evaluated as high risk could
then be enhanced in the same manner as other modules classiﬁed as fault-prone.
Thus, discovering modules with uncertain classiﬁcations allows one to employ sophisticated enhancement strategies to resolve uncertainties, which in turn, could
improve the ultimate eﬀectiveness and eﬃciency of enhancements.

4. Conclusions
Developing high-quality software often entails time-consuming and costly development processes. One way to improve quality is to target enhancement activities to
those software modules that a software-quality model predicts are most likely to
have problems (Hudepohl et al., 1996). This paper presents statistical techniques for
assessing which predictions by a classiﬁcation-tree model should be considered uncertain. We employ the TREEDISC algorithm (SAS Institute Staﬀ, 1995) to model
software quality based on v2 tests. TREEDISC also allows multiway branching, possibly resulting in a more parsimonious model than binary branching.
A case study of a large legacy telecommunications system illustrated how TREEDISC
models can be used not only to classify software modules, but also to identify
modules with uncertain quality. A model predicted whether a module was likely to
have faults discovered by customers, or not, based on software product, process, and
execution metrics. We simulated practical use of the model near the end of b testing
by classifying the modules in the evaluation dataset. This would be valuable
for mission-critical systems, such as telecommunications equipment. The model
achieved a Type I misclassiﬁcation rate of PrðfpjnfpÞ ¼ 26:9% and a Type II rate of
PrðnfpjfpÞ ¼ 25:9% on evaluation data, in spite of the very small proportion of faultprone modules. Prediction of fault-prone modules is very important to the developers of telecommunications systems, because faults discovered by customers are
usually extremely expensive.
We assessed whether leaf labels were appropriately assigned by Equation (6) by
examining the details of the full tree, and through conﬁdence-interval analysis
(Equation (10)), we found subsets of modules with signiﬁcantly uncertain classiﬁcation (about 10.6% of the training modules). If one were ambivalent about the
preferred threshold for fault-prone modules, because the accuracy of the model was
about the same over a range of thresholds, then we found that ambivalentthreshold analysis (Equation (14)) indicated an additional 6.3% of the training
modules have signiﬁcantly uncertain classiﬁcation. For the case study’s model, we
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concluded that a total of 16.9% of the training modules (three leaves) have uncertain classiﬁcation. When applying the model to a current project, all modules
that fall in the leaves labeled ‘‘uncertain’’ would have an uncertain classiﬁcation.
Discovering such modules allows one to employ sophisticated enhancement strategies to resolve uncertainties. TREEDISC is especially well suited to identifying uncertain classiﬁcations.
Future research will apply uncertain classiﬁcation to other modeling techniques,
and will investigate various software enhancement strategies. Future research will
also investigate the interaction between transformations, such as principal components analysis, and methods for preprocessing metrics into ordinal predictors.
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Notes
1. The latest version of TREEDISC is available as part of SAS Institute’s Enterprise Data Miner product.
CHAID has also been implemented as part of the SPSS package.
2. In our application, because the overall proportion of not fault-prone modules is usually large, h is
usually large also. Thus, there is no practical interest in whether or not 1  q^ðlÞ is near zero.
3. The fraction of modules with missing data was very small. Missing data was due to practical problems
with tools, or incomplete recordkeeping.
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